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Cú
 AES

≈��d⌠� AES ≈��e��a≈�ΦíA�H�[K�z�Φk�úPCúLA

A� Encryption Key Manager �ΣL��{í��[K≈��Φí�≤úPAiα�

���C

Dell Encryption Key Manager �[K≈�Bz

b�aw�z��a[KñA�[K�Ω���e� LTO 4 � LTO 5 �a≈AAQ

� Encryption Key Manager i��≈�xsw�w²ú
�∩�uΩ�≈� (DK)v�

α½¿KσAMßAgJ�añCEncryption Key Manager H�⌠Φí�∩�w²ú


� DKC�ú
¼≈�q� DK �A�bh��aXW½��� DKCEncryption Key

Manager H[K����	íAN DK �e
 LTO 4 � LTO 5 �a≈CLTO 4 M

LTO 5 �a≈��ú��� DKA��ª�⌡μ[K��KCúLA��≈�ú�xs

b LTO 4 � LTO 5 �aXW�⌠≤�mC bgnw[K���ºßADK ��α≈

	�OW�≈����s�ABi� Encryption Key Manager ��AHK¬���C

� 1-6��� 1-3 í�o�{�C

Dell Encryption Key Manager ]ú�FN LTO [K�∩�≈���¿≈�s��\αC

��o�ΦíAzKiH	�[K�Ω��¼B�vs����	�ΣL�Nq��

Φ���≈�C�	\� 3-13��y�	M�z≈�s�zAH�o
�ΩTC

� 1 � �a[Kº[ 1-5



ΣL��{í�[K≈�Bz

b��{í�z��a[KñA�[K�Ω���e� LTO 4 M LTO 5 �a≈AB

�Q���{íú��∩� DK α½�KσAMßAgJ�añCDK ú�xsb�a

X�⌠≤�mCbgnw[K���ºßADK ��±b��{íα≈s���mA�

p°A�Ω�wAHK¬���C

LTO 4 M LTO 5 �a≈iHQ� Yosemite ]A�≤ Dell PowerVault TL2000 M

TL4000 �aw�BCommVault M Symantec Backup Exec º����{í�iμ��

{í�z�[KC

t�A LTO 4 M LTO 5 �a≈]i��� T10 ⁿO����{í�⌡μ[KCT10

ⁿO�����{í�ú�∩�� 256 �� AES ≈�CT10 iHC��aX��h�

�@� DKA�
iHN[KΩ�M�XΩ�g��P��aXñCϕ��{íN�a

X[K�Aª�Q���{í�Mw�Φk�∩��ú
@� DKA�Nª�e��a

≈Co�≈�ú�HD∩��}≈�iμ��Aú�xsb�aXñCbw[K�Ω

�g��aºßADK ��±b��{íα≈����mAHK¬�Ω�C

� 1-3 π���{í�zM�aw�z[K��a[K{�C

Kn

C����α���[K≈���A�H��a≈B[K��M���z[K�Φk

�úPC∩≤ LTO 4 M LTO 5 �zq[K�ÑA]]NOft Encryption Key Man-

ager����aw�z�[K�DK ��@��H� Encryption Key Manager��ºw

²ú
�≈���O�¼≈�úPC

ϕ 1-1. [K≈�Kn

[K�zΦk

≈����

IBM [K T10 [K

�aw�z[K 1 DK / dX N/A

��{í�z[K h½ DK / dX h½ DK / dX

DK = ∩� AES 256 �� DK

� 1-3. Q�∩�[K≈�[K. LTO 4 M LTO 5 �a≈W��aw�zM��{í�z[KC
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� 2 � W� Encryption Key Manager ⌠�

o@���bú�@
ΩT�≤UzP��AXz�D� Encryption Key Manager t

mCϕzW�p≤]w[Kªñ�A���q\h]�C

[K]w@�@²

b���a≈�[K\αºeA���XSw�nwΘ�DCUC�∩Mμi��≤

Uz�Xo
�DC

Encryption Key Manager ]w@�

b�a[KºeAEncryption Key Manager ��²tmnBb⌡μñA�αP[K�a

≈qTCw��a≈�Aú@wn⌡μ Encryption Key ManagerA²ª��b⌡μñA

�α⌡μ[KC

v Mw��@� Encryption Key Manager °A��t�¡xC

v p��nA���°A�@�t�C]�	\� 2-2��ynwΘ�DzC�

v w� Java L¡ε�h�C]�	\� 2-2��ynwΘ�DzC�

v �� Encryption Key Manager JARC]�	\ � 3-1��yUⁿ�s��� Key Man-

ager ISO ImagezC�

v �	≈�B��M≈�s�C

� 3-5��yQ� GUI ��	tm�B≈�xswM��z

� 3-13��y�	M�z≈�s�z

v pGzϕ�� 3-5��yQ� GUI ��	tm�B≈�xswM��zñ�{�Aú

DzQn��ΣLtm∩�A�hú�no
BJG

– p��nA��J≈�M��C]�	\ � 3-12��yQ� Keytool -importseckey

�JΩ�≈�zC�

– wqtm�e�C]�	\� 4-1��� 4 �, ytm Encryption Key Man-

agerzC�

– V Encryption Key Manager wq�a≈A�N drive.acceptUnknownDrives t
m�e�]� onC]�	\� 5-7��yadddrivez��Twq�a≈A�	\�

4-1��y��≤s�a≈ϕμzC�

– �� Encryption Key Manager °A�C]�	\� 5-1��y��B½sπzM

�ε≈��z{í°A�zC�

– ��ⁿOμ	��ß�C]�	\ � 5-5��yⁿOμ	��ß�zC�

W��aw�z��a[K

pGn⌡μ[KAz�nG

v π�[K\α� LTO 4 M LTO 5 �a≈

v ≈�xsw

v Dell Encryption Key Manager

2-1



�aw�z��a[K@�

1. w�Ms	 LTO 4 M LTO 5 �a≈C

v ≤s�aw�Θ]TL2000BTL4000BML6000Ap��n�C�yX http://
support.dell.comC

– Dell™ PowerVault™ TL2000 �aw ��n��C�Θ�� = 5.xxC

– Dell™ PowerVault™ TL4000 �aw ��n��C�Θ�� = 5.xxC

– Dell™ PowerVault™ ML6000 �aw tC��n��C�Θ��O =

415G.xxxC

v p��nA�≤s�a≈�ΘC��n��C�Θ��O 77B5C

2. �� LTO 4 M LTO 5 �a≈M�aw��aw�z�a[K]�	\z� Dell

�awΩTAH�o
�Ω��C

v sW Encryption Key Manager °A� IP �}

3. Q��awE�\α�τ� Encryption Key Manager ⌠�M[Ktm]�	\z�

Dell �awΩTAH�o
�Ω��C

nwΘ�D

�: u�UCU¡x� IBM � Java Runtime Environment (JRE) Σ� Encryption Key

ManagerC

Linux �MΦ��≤

@�t�

v RHEL 4

v RHEL 5

v SLES 9

v SLES 10

v SLES 11

Encryption Key Manager]b Linux W⌡μ�

ϕ 2-1. Linux �≥�nΘ�D

¡x

IBM Software
Developer Kit �mpUG

6 4 �� A M D / O p t e r o n /

EM64T Java 6.0 SR5 http://support.dell.com

32 �� Intel® �e

�aw

b Dell PowerVault TL2000 �awBTL4000 �awM ML6000 �awΦ�A�Tw

�ΘO�si��h�C÷≤�Θ≤sA�yX http://support.dell.comC
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�a≈

b LTO 4 M LTO 5 �a≈Φ�A�Tw�ΘO�si��h�C÷≤�Θ≤sA�

yX http://support.dell.comC

Windows �MΦ��≤

@�t�

Windows Server 2003B2008 M 2008 R2

Dell Encryption Key Manager

��n� Encryption Key Manager �C��O 2.1A�mΘ�O 20070914 �HßAH

�UC IBM Runtime Environment º@G

ϕ 2-2. Windows �≥�nΘ�D

@�t� IBM Runtime Environment

Windows 2003 v IBM® 64-bit Runtime Environment for WindowsAAMD64/EM64T [cA

Java 2 Technology Edition 5.0 � SR5

v IBM 32-bit Runtime Environment for WindowsAJava 2 Technology Edi-

tion 5.0 � SR5

Windows 2008 M

2008 R2

IBM 64-bit Runtime Environment for WindowsAAMD64/EM64T [cAJava

2 Technology Edition 6.0 � SR5

�aw

bDell™ PowerVault™ TL2000 �awBDell™ PowerVault™ TL4000 �aw M Dell™

PowerVault™ ML6000 �aw Φ�A�Tw�ΘO�si��h�C÷≤�Θ≤sA�

yX http://support.dell.comC

�a≈

b LTO 4 M LTO 5 �a≈Φ�A�Tw�ΘO�si��h�C÷≤�Θ≤sA�

yX http://support.dell.comC

≈�xsw�q

Od≈�xsw�Ω�Ñπ½n�Aúe
°CϕLks�≈�xsw�Az]

LkN[K��a�KC�J�\¬UCDDAHA�i��O@≈�xswΩ

��ΦkC

JCEKS ≈�xsw

EKM Σ� JCEKS ≈�xsw�¼C

JCEKS]Unix t�A���¼�O��⌡μ EMK �¡x�Σ����¼≈�xswC

]�ziH�P�s�≈�xsw��eHiμ�≈���A�O�Γ� EKM Ω�P

B�AH]�ó�	ΓCJCEKS �w�ú�FKX¼�≈�xsw�eO@A]ú�F

�∩�n��αCiH�� FTP º�����sΦkC

� 2 � W� Encryption Key Manager ⌠� 2-3



[K≈�� LTO 4 M LTO 5 �a≈

Dell Encryption Key Manager �ΣΣ���a≈úQ�∩�� 256 �� AES ≈��

[KΩ�Co�DDí�z���A��o
≈�M����÷��C

b LTO �aX� LTO 4 � LTO 5 �a≈W⌡μ[K@��AEncryption Key Man-

ager u��� 256 ��� AES∩�Ω�≈�C

ϕ LTO 4 � LTO 5 nD≈��AEncryption Key Manager ���ⁿw��a≈�O

WCpG�ⁿw⌠≤OW��a≈AK��� symmetricKeySet tm�e�ⁿwº≈�

s�B≈�OWMμ�≈�OWd≥ñ�OWCϕ��a≈�SwOWAK�H�⌠

ΦíAqΣLΩΘñ∩�OWAHí�¡�≈����C

�∩�OW�÷p≤≈�xswñw²ⁿJ�∩�uΩ�≈� (DK)vCEncryption Key

Manager �No� DK]��F�a≈α≈�K�úP≈���e� LTO 4 � LTO 5

�a≈AHKNΩ�[KCo� DK �úH�XΦízL TCP/IP ��ΘC�∩�OW

]�α½¿��uΩ�≈� ID (DKi)v�ΩΘAª�H�[KΩ�gJ�añC��o

�ΦíAϕ¬� LTO 4 � LTO 5 �a�AEncryption Key Manager Kα≈Q� DKi

��ONΩ��K��n��T DKC

� 5-7��yCLI ⁿOzñ� adddrive M moddrive DDí�p≤ⁿw�a≈�O
WC�	\� 3-9��yb LTO 4 M LTO 5 ú
≈�MOWHiμ[KzAΣñ]

Ab symmetricKeySet tm�eñ�J≈�B�X≈�Mⁿww]OW��÷ΩTC �

3-13��y�	M�z≈�s�zπ�p≤wq≈�s�AH�p≤N≈�xswñ

�OW	JΣñC

� 2-1 π�p≤Bz[KgJ@��≈�C

1. �a≈nD≈��[K�a

2. Encryption Key Manager τ��a≈ϕμñ��a�m

3. pGnD�ⁿw⌠≤OWA�a≈ϕμ]�ⁿw⌠≤OWAEncryption Key Man-

ager�q keyAliasList ñ�OW��≈�s�ñ∩�@�OWC

4. Encryption Key Manager �q≈�xswñú�@��∩�� DKC

5. Encryption Key Manager NOWα½¿ DKiA�N DK P�a≈α≈�K�≈�@

�����

Key Manager

1

24

5 7

3 alias

6DK, DKi

DK

� 2-1. LTO 4 � LTO 5 �a≈�[KgJ@�nD
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6. Encryption Key Manager N DK M DKi �e��a≈

7. �a≈N DK �}AN[K�Ω�M DKi gJ�añ

� 2-2 π�p≤Bz[K¬�@��≈�C

1. �a≈¼�¬�nDAN DKi �e� Encryption Key Manager

2. Encryption Key Manager τ��a≈ϕμñ��a�m

3. Encryption Key Manager N DKi α½¿OWAAq≈�xswú�∩�� DK

4. Encryption Key Manager N DK P�a≈α≈�K�≈�@�����

5. Encryption Key Manager N��� DK �e��a≈

6. �a≈N DK �}AQ�ª�NΩ��K

�≈≈�xswΩ�

�: �≤≈�xswñ�≈��ϕ½nANo�Ω��≈bD[K�mñA]D�½

nAz�αb�n���ªA�¬�oí�a≈��aw��÷���[K��

aC≈�xswY	Aϕ�≈AN�y¿��Lks�w[K�Ω�ABLi�

�C

ziHQ�\hΦí��≈o�≈�xswΩTCC�≈�xsw�¼ú�ª�vM

���ΦC�ΘA��@δ�hpUG

v ��wⁿJ≈�xsw���úUOd@≈��]q�O PKCS12 μí��C

v Q�t��≈\α]p RACF���	≈�xswΩT��≈��]�p��KQ�

[K�a≈�[Ko���A]�o�y¿Lk�K�Lkiμ���C

v �@DnM�n Encryption Key Manager �≈�xsw��]�≤�≈�ó�	Γ

���CDnM�n�≈�xswún�≈AHW[��αOC

v ∩≤ JCEKS ≈�xswAun�s≈�xsw�AN�X]�[K���xsbO

Iwº��w��mYi]�p��KQ�[K�a≈�[Ko���A]�o�

y¿Lk�K�Lkiμ���C

Key Manager

1

2

4 5

6

3 DKi Alias

DK

� 2-2. LTO 4 � LTO 5 �a≈�[K¬�@�nD
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Cϕ≈�xswΩ��F�≤Az
����≈@�CEncryption Key Manager ú��

∩≈�xswΩ�CúFzM���≤º�A≈�xswOLΣL�≤A]�Ab�

≤≈�xswºßA�	Φiμ�sC

Q� GUI �≈��

1. pG GUI ���A�}�ªG

Windows
�²
 c:\ekm\guiA�÷@U LaunchEKMGui.bat

Linux ¡x

�²
 /var/ekm/gui MßΘJ . ./LaunchEKMGui.sh

2. b Encryption Key Manager GUI ¬��²�ñA∩� Backup Critical FilesC

3. bπ��∩�
ñAΘJ�≈Ω��⌠� (� 2-3)C

4. ÷@U Backup FilesC

5. o��X{@h	�Tº�π��GC

h½��≈��z{í

Encryption Key Manager ]p¿α≈���a≈M�aw�ú���AHú�¬i��A

]�AziH�h�≈��z{í�Bz�P��a≈M�awC��Ao
≈��

z{í]ú�nbP�a≈M�aw��Pt�WC≈��z{í���W¡�H�

�aw� Proxy �úPC�@�DO�a≈α≈zL TCP/IP su\α���ª	C

o�Φíi²z��Γ�¼�ΦMv�B��≈�xsw½nΩT�≈� Encryption Key

ManagerAH�b@�≈��z{íóh@���ó�	Γ\αCϕztm�m]�

a
1
4
m

0
2
4
1

� 2-3. Backup Critical Files °í
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Proxy��AziHNªⁿVΓ�≈��z{íCpG@�≈��z{í]GLk�

�Az��m]��aw�N���N�≈��z{íC

t�Az]iHNΓ� Encryption Key Manager O�PBCb�n���o�½n\

αAD�½nA@Φ�Oª��Nα≈�≈½nΩ�At@Φ�]b≤ª�ó�	Γ

\αi��a@�K≤ñ�C�	\� 4-2��yNΓí≈��z{í°A��Ω�

PB�zC

�: PB�ú]A≈�xswCª	��HΓ�Φí��sC

Encryption Key Manager °A�tm

Encryption Key Manager iHw�bμ@°A��h½°A�WCUCd�π�@��

Γ�≈��z{í�tmA²z��awiαe\≤h�z{ítmC

μ@°A�tm

μ@°A�tm]p� 2-4 ���O��÷� Encryption Key Manager tmCúLA

�≤�F��Aú��
�Cbo�tmñA���a≈ú�αμ@≈��z{í°

A�AS�⌠≤�≈CpG°A�÷¼AKLk��≈�xswBtm�B

KeyGroups.xml �H��a≈ϕμA]�]�Lk¬�⌠≤w[K��aCbμ@°A

�tmñAz��Twwb Encryption Key Manager H��w��mA�@F≈�x

swBtm�BKeyGroups.xml �H��a≈ϕμ��≈��Aϕ≥ó°A����A

�αbm½°A�W½�ª�\αC

�°A�tm

��z
�	°A�tmCϕDn≈��z{í]GLks��Ao� Encryption Key

Manager tm���iμó�	ΓAμ��n≈��z{íC

�: Q�úP� Encryption Key Manager °A��BzP@��a≈�oX�nD�A

�÷≈�xswñ�ΩT���PCú�s	�O�@í≈��z{í°A�A

úα�o�nΩT�Σ��a≈�nDA�H���n°≤C

�Ptm: bΓí Encryption Key Manager °A�t��Ptm�⌠�]p� 2-8�

�� 2-5 ���ñApGDn≈��z{í÷¼ABz{����iμó�	ΓAμ�

�n≈��z{íCbo�tmñAΓí≈��z{í°A��PB�D�½nCz

iHQ� sync ⁿOAN≈��z{í°A�tm�M�a≈ϕμ�≤sA���s�
t@í≈��z{í°A�ñA²≈�xsw�≤sA��H���≈�xswM�

� 2-4. μ@°A�tm
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ΦkA�α�s�ΣL≈�xswñC≈�xswM≈�s� XML ���HΓ�Φí

�sC�	\� 4-2��yNΓí≈��z{í°A��Ω�PB�zAH�o
�

ΩTC

�	tm: Γí Encryption Key Manager °A�iH��@P�≈�xswM�a≈

ϕμABπ�úP�Γ�tm�A�bU�� XML �ñA]�OwqΓ�úP�≈�

s�C�@�DOCí°A���Bz@��a≈�≈����PCo�oCí≈�

�z{í°A�α≈��v�@��eCbo�¼�tmñ]p� 2-6 ���Ab≈�

�z{í°A�ºíAu��a≈ϕμ��PB�C]�	\� 4-2��yNΓí≈

��z{í°A��Ω�PB�zAH�o
�ΩTC����ⁿw sync.type =

drivetab]úⁿw config � all�AH�ε∩gtm�C

�: °A��tmLk�í��C

a°���x�q

pGz�Γ��a°�� (DR) �xAEncryption Key Manager ú�FYz∩�A�o

��xα≈¬�MgJ[K��aCo
∩�pUG

v b DR �x�	 Encryption Key Manager ��C

b DR �xWAQ��� Encryption Key Manager ��PΩT]tm�B�a≈ϕ

μB≈�s� XML �AH�≈�xsw��]w Encryption Key Manager ��C

ºßAo�≈��z{íKw�Aα≈	�Σñ@�{��í@�≈��z{í

�¬�MgJ[K��aC

v ���nA�	T� Encryption Key Manager Ω����≈��AHKiμ��C

� 2-5. Γí°A�@�tm

� 2-6. ΓítmúP�°A��s��P��m
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pGz�	 Encryption Key Manager ��n��Ω���]tm�B�a≈ϕμB

≈�s� XML �AH�≈�xsw��{μ��AzKα≈H���@�≈��z

{í�@�b DR �x���C]�OϕAzú�Q� Encryption Key Manager �

[Ko
�����A]�S�α≈B@�≈��z{íAKLkNª�K�Cp

Gz� DR �x��úP≤Dn�x��a≈Atm�M�a≈ϕμ��]t DR �

x��TΩTC

≈�@�[K�a�q

�: b�o��	±�⌠≤��ºßAiNH⌠����d��ß�po�����
��zñ� (CA)AHτ�o�������Ao@I�½nCpGzH⌠o�

CAAKiHH⌠o���Ct�ApG��b�Θñⁿ�w��O@A����

��]α≈o�τ�Co
ΦíYo
Lkτ�������ípAiα}��

P�uñíH (Man-in-the-Middle)v≡�C

@� LTO 4 M LTO 5 �a

pGn@� LTO 4 � LTO 5 �aW�[KΩ�A�aW��[KΩ��∩�≈��

�]��ú��ΣL��A�L	α≈¬��aCpGn@�∩�≈�AΣL��]

��Pz@�L	��}≈�CQ� Keytool q Encryption Key Manager ≈�xsw

�X∩�≈��Ao��}≈�N����∩�≈�]�	\� 3-12��yQ� Keytool

-exportseckey �XΩ�≈�z�CϕΣL��N∩�≈��J Encryption Key Man-

ager ≈�xsw�A�Q��∩��pK≈�]�	\� 3-12 ��yQ� Keytool

-importseckey �JΩ�≈�z�Nª�}CoiHTOb�ΘL{ñA∩�≈�Ow�

�A]�u�pK≈����	�α≈N∩�≈��}C�Fb Encryption Key Man-

ager ≈�xsw���[KΩ��∩�≈�AΣL��Kα≈¬��aW�Ω�C

p�ΩTs�w��� (FIPS) 140-2 �N��

up�ΩTs�w��� (FIPS) 140-2v{bwΘ�½nAⁿΩp�F�nDª���

[Kú�	qL FIPS 140 �τ�CbΘÑW°��íí�sñA]
�Fo���C

bo�w�N�ΘÑ¬ª�@��A≤Ot�	�F����ú�[K\α��A]

OHP�≤π��C

Encryption Key Manager �¡�úú�[K\αA]�Aú�n]úα�o FIPS 140-2

��CúLAEncryption Key Manager b IBM Java [K���≤ñB�F IBM JVM

�[K\αAi�∩	���π� FIPS 140-2 h� 1 ��� IBMJCEFIPS [Kú�

	CzNtm�e�ñ� fips tm	�]� on ºßAEncryption Key Manager �N

IBMJCEFIPS ú�	�b��[K\αWC

�	\SwnwΘ[Kú�	�σ≤AH�oΣú�O�qL FIPS 140-2 τ���÷

ΩTC

� 2 � W� Encryption Key Manager ⌠� 2-9



2-10 Dell Encryption Key Mgr ��ΓU



� 3 � w� Encryption Key Manager M≈�xsw

Encryption Key Manager ��≤ IBM Java Ω�≈�w�[cA�n IBM Software

Developer Kit for Linux H� IBM Runtime Environment for Windows]�	\� 2-2

��ynwΘ�Dz�C�ϕ�@�t��A��{�G

v yb Linux Ww� Encryption Key Managerz

v � 3-2��yb Windows Ww� Encryption Key Managerz

pGúTwz� Encryption Key Manager O���s��AyUⁿ�s��� Key Man-

ager ISO Imagez�iDzp≤P�O��s�i�C��z�o�s��� Encryp-

tion Key ManagerA]�ªiα�]tb Java w�[cñC �yX http://
support.dell.comAH�o
�ΩTC

½n Encryption Key Manager D≈°A�tmΩTG��z²N� Dell Encryp-

tion Key Manager {í�≈��� ECC O
ΘANΩ�≥ó�I
C��pC

Encryption Key Manager �⌡μnDú
[K≈��No
≈��� LTO 4 M

LTO 5 �a≈�\αCb Encryption Key Manager �Bz�íA��][K	

í��≈�Ω�Obt�O
ΘñC��NA≈�Ω���L�a�e�Aϕ�

�a≈A�α≈��]�K�gbdXW�Ω�CpG�≤Y
�]Ay¿≈�

Ω�]t�O
Θ������lAB�≈�Ω�O��NΩ�gJdXñAh

gJo�dX�Ω�NLk��]ΘßLk�K�C�@
Aϕ��@�IiT

Oú�o
o��Ω���CúLApGN� Encryption Key Manager �≈��

�����≤�X (ECC) O
ΘAbt�O
Θ��≈�Ω���iα�lA]

�y¿Ω�≥óCo
o�íp�≈�újA²∩≤N�½n��{í]p

Encryption Key Manager��≈�A@����� ECC O
ΘC

Uⁿ�s��� Key Manager ISO Image
pGnUⁿ�s��� Dell ISO imageA�	
http://support.dell.comC

b Linux Ww� Encryption Key Manager
b Linux WAq CD w� Encryption Key Manager
1. íJ Dell Encryption Key Manager CDAq CD 	�²ñΘJ Install_LinuxC

w�@��N@�t�A�����e]σ≤BGUI �Mtm�e��Aq CD �

s�z�w�ñCw��íA��dt��ΣX�T� IBM Java Runtime Environ-

mentCpGΣú�A���w�ªC

w�nºßA����	��		� (GUI)C

b Linux WAΓ�w� Software Developer Kit

pGzúOq CD w�A�ϕ�o
BJC

1. q http://support.dell.comñA	�z�@�t��Uⁿ�T� Runtime Environ-

ment for JavaG

v Java 6 SR 5]32 ����≤s���

3-1

http://support.dell.com


v Java 6 SR 5]64 ����≤s���

2. N Java linux rpm �±bY�u@�²ñG

mordor:~ #/tape/Encryption/java/1.6.0# pwd
/tape/Encryption/java/1.6.0
mordor:~ #/tape/Encryption/java/1.6.0# ls
ibm-java-i386-jre-6.0-5.0.i386.rpm

3. w� rpm M≤G

mordor:~ #rpm -ivh -nodeps ibm-java-i386-jre-6.0-5.0.i386.rpm

o�N��m≤ /opt/ibm/java-i386-60/ �²ñG

mordor:~ #/opt/ibm/java-i386-60/jre # ls
.systemPrefs bin javaws lib

4. H�w�º Java � JAVA_HOMEBCLASSPATH M bin �²�sΦ]��	A�

n���/etc/profile.local �CsWU�oTμG

JAVA_HOME=/opt/ibm/java-i386-60/jre
CLASSPATH=/opt/ibm/java-i386-60/jre/lib
PATH=$JAVA_HOME:opt/ibm/java-i386-60/jre/bin/:$PATH

5. nXA½snJD≈A� /etc/profile.local ��
�A�oX export ⁿOμⁿOG

mordor:~ # export JAVA_HOME=/opt/ibm/java-i386-60/jre
mordor:~ # export CLASSPATH=/opt/ibm/java-i386-60/jre/lib
mordor:~ # export PATH=/opt/ibm/java-i386-60/jre/bin/:$PATH

6. ½snJºßAoX java -version ⁿOCz���ú�UC�GG

mordor:~ # java -version
java version "1.6.0"
Java(TM) SE Runtime Environment (build pmz60sr5-20090529(SR5))
IBM J9 VM (build 2.4, J2RE 1.6.0 IBM J9 2.4 Linux x86-32 jvmxi3260-20090519_35743 (JIT enabled)
...
mordor:~ # which java
/opt/ibm/java-i386-60/jre/bin/java

b Windows Ww� Encryption Key Manager
1. íJ Dell Encryption Key Manager CDC

w�@��N@�t�A�����e]σ≤BGUI �Mtm�e��Aq CD �

s�z�w�ñCw��íA��dt��ΣX�T� IBM Java Runtime Envi-

ronmentCpGΣú�A���w�ªC

w�nºßA����	��		� (GUI)C

2. InstallShield Wizard }�ºßA÷ NextC

3. \¬ License AgreementA÷@U YesC

4. Choose Destination Location °í}�ºß (� 3-3��� 3-1)A∩	@�Ω�¿A

NªOU�Cz�no� Java ⌠�A�α�� Encryption Key ManagerC
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÷ NextC

5. o��}�@�°íA��zO�nHo� Java Runtime Environment �w]�t

� JVM (� 3-2)C

÷@U NoC

6. o��}� Start Copying Files °í (� 3-4��� 3-3)C�TwzwOU���

²C

a
1
4
m

0
2
5
7

� 3-1. Choose Destination Location °í
a
1
4
m

0
2
3
2

� 3-2. No���� JVM ]�w]�
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÷ NextC

7. ¼A°íⁿXw�i
C

8. o��}� Browser Registration °íC∩	ft Encryption Key Manager ���

s²�C÷ NextC

9. InstallShield Wizard Complete °í}�ºßA÷@U FinishC

w�nºßAziH}�@�ROú�r��d�w�� Java ��G

C:\WinEKM>C:\"Program Files"\IBM\Java60\jre\bin\java -version
java version "1.6.0"
Java(TM) SE Runtime Environment (build pwi3260sr5-20090529_04(SR5))
IBM J9 VM (build 2.4, J2RE 1.6.0 IBM J9 2.4 Windows Server 2003 x86-32 j9vmwi3223-20090
519_35743 (JIT enabled, AOT enabled)
...

10. �UCΦí≤s PATH ��G]∩ Encryption Key Manager2.1 O�n�A∩

05032007 �≤¡��mΘ��ÑO∩���C

pGznqⁿO°íIs Java SDKAB�μq⌠≤�²⌡μ Java JRE ⌡μ�

(java.exe)A�ú�ΘJⁿO�
π⌠�AziH]w PATH ��CpG�]w

PATH ��Ah⌡μ�C�⌡μ�Aú��ⁿw
π⌠�A�pG

C:>\Program Files\IBM\Java60\jre\bin\java ...

a
1

4
m

0
2

5
8

� 3-3. Start Copying Files °í
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pGn�[]w PATH]∩ Encryption Key Manager 2.1 �ÑO�n��A�s

W Java bin �²�
π⌠�� PATH ��ñCo�
π⌠�q����pUG

C:\Program Files\IBM\Java60\jre\bin

pGnb Microsoft Windows 2003B2008 M 2008 R2 ñ�[]w PATHA�⌡

μUC�@G

�: qⁿOμ]w PATH ��LkB@C

a. qu}lv\αϕñA∩�]wAA∩��εxC

b. ÷ΓUt�C

c. ÷@UiÑ��C

d. ÷@U⌠���C

e. ��ut���vMμ�ΣX Path ��A�÷@UsΦC

f. N IBM JVM ⌠�sW� Path ���}YC

w]w��²O C:\PROGRA~1\IBM\Java60\jre\binC

½n��Gb⌠���íJ��ANªP⌠�Mμñ�ΣL�²�j}�C

g. ÷@UTwC

Q� GUI ���tm�B≈�xswM��

b�� Encryption Key Manager ºeAz��²�	
�@�s�≈�xswAH�


�@�����CziHQ� Dell Encryption Key Manager °A��	��		�

(GUI) ��	z� Encryption Key Manager tm�e�B≈�xswB��AH�≈

�Co�{�]�P��	@��í CLI tm�e�C

1. pG GUI ���A�}�ªG

Windows
�²
 c:\ekm\guiA�÷@U LaunchEKMGui.bat

Linux ¡x

�²
 /var/ekm/gui MßΘJ . ./LaunchEKMGui.sh

2. b GUI ¬��²�ñA∩� EKM ConfigurationC

� 3 � w� Encryption Key Manager M≈�xsw 3-5



3. b yEKM Server Configurationz �� (� 3-4) ����nμ�]HP�ϕ��ñ

ΘJΩ�C�FΦKAí�μ�w��±C�÷@U⌠≤Ω�μ�k�����

�oí�C÷ NextC

�: ≈�xswKX]wnºßA��[H�≤AúDw�X{�}Co
KX�

¿��XAHKX{⌠≤w��}CpGn�≤≈�xswKXAz��Q�

keytool ⁿO��O�≤o�≈�xswñ�C�KXC�	\� 3-11��y�

≤≈�xswKXzC

÷Mw∩ Dell Encryption Key Manager ≈�xsw�ú
�≈���S�¡εA²

ú
≈���n��í��nD�≈����W[CEncryption Key Manager ß 15

ϕ�ú
 10 �≈�AßWX 30 ���ú
 10000 �≈�C��NA≈����

ⁿ¡≤D≈°A�Ω�]°A�ñ�O
Θ�CEncryption Key Manager ��{í

b⌡μ�A��@t�O
Θ��≈�xswMμAHKb�awq�a≈�e≈

�nD�Aα≈�ts�≈�C

�: b≈�ú
�í�� Encryption Key Manager GUIA�n½sw� Encryption

Key ManagerC

pGzb Encryption Key Manager ≈�ú
Bz{�
¿e[H�εA≈�x

sw��ⁿ��lCpGnqo��≤��A�ϕ�UCBJG

a
1
4
m

0
2
4
7

� 3-4. EKM Server Configuration ��
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v pGb Encryption Key Manager �lw��íAEncryption Key Manager w

��A��²
 Encryption Key Manager �²�b��²]p x:\ekm�CR

ú�²AA½s}lw�C

v pGbsWs�≈�s����F Encryption Key ManagerA��εz�

Encryption Key Manager °A�AH�s��≈≈�xsw]o���bz�

x:\ekm\gui\backupfiles Ω�¿ñ����z�≈�xsw��C��NA�≈

���Wt�Θ�M�íWO]p 2007_11_19_16_38_31_EKMKeys.jck�C�

��s� x:\ekm\gui �²ºßA��	úΘ�M�íWOC�½s��

Encryption Key Manager °A�AsW²e���≈�s�C

4. b yEKM Server Certificate Configurationz �� (� 3-5) WAΘJ≈�xswO

W�zQn�⌠≤ΣLΩ�C÷@U Submit and Restart ServerC

5. o��}�@� yBackup Critical Filesz °í (� 3-8��� 3-6)Aú�z�≈

Encryption Key Manager Ω��C

a
1
4
m

0
2
4
3

� 3-5. EKM Server Certificate Configuration ��
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�τ�⌠�AA÷@U BackupCo��bI��� Dell Encryption Key Manager

°A�C

ϕb yBackup Critical Filesz °íñ�≤ Encryption Key Manager °A�tm�

�≈�ACϕ÷@U OKAEncryption Key Manager ú�ú
@��≈�C��u

nC�NOs���Aú�xsb c:/ekm/gui/BackupFlies �²ñCC��We�ú

��[Θ�M�íC±ΦíA2007 � 11 δ 26 ΘU� 2 I 58 � 46 ϕ��≈

�@���AW�}Yú�t�UCΘ�M�íWOG

“2007_11_26_14_58_46_FileNameCú�∩g�≈�C

6. b GUI �²�ñA∩�°A��α�°��T{ Encryption Key Manager °A�

w��C

pGnsW≈��{��≈�xswñA�	\� 3-14��yQ� GUI �wq≈�s

�M�	≈�zC

p≤Σ�
T�D≈ IP �}G

{μ Encryption Key Manager GUI �¡εA�y¿�y¿u°A��α	°�vLk

π� Encryption Key Manager D≈ IP �}G

v pGD≈tmF IPv6 �}AEncryption Key Manager ��{íNLkπ� IP �}C

v pG Encryption Key Manager ��{íOw�b Linux t�ñAEncryption Key Man-

ager ��{í�π���D≈�}A�úOΩ�@�ñ� IP ≡C

1. pGn��D≈t��Ω� IP �}A�s�⌠⌠tm�MΣ IP ≡�}C

v b Windows t�ñA}�@�ⁿO°íAΘJ ipconfigC

v pGO LinuxA�ΘJ isconfigC

a
1
4
m

0
2
5
1

� 3-6. Backup Critical Files °í
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p≤�O EKM SSL ≡

1. Q�ⁿOμ�� Encryption Key Manager °A�C

v b Windows WAcd c:\ekm Hiμ�²A�÷@U startServer.bat

v b Linux ¡xWA�²
 /var/ekmA�ΘJ startServer.sh

v �	\� 5-1��y��B½sπzM�ε≈��z{í°A�zAH�o
�

ΩTC

2. Q�ⁿOμ��� CLI �ß�C

v b Windows WAcd c:\ekm Hiμ�²A�÷@U startClient.bat

v b Linux ¡xWA�²
 /var/ekmA�ΘJ startClient.sh

v �	\� 5-5��yⁿOμ	��ß�zAH�o
�ΩTC

3. b Encryption Key Manager °A�WAQ�UCⁿO�nJ CLI �ß�G

login –ekmuser userID –ekmpassword password

Σñ userID = EKMAdminApassword = changeME]oOw]KXCpGz²e�

≤Fw]KXA���z�sKXC�

¿\nJºßAe�W�π� User successfully logged inC

4. ΘJUCⁿO��O SSL ≡G

status

π�����ⁿ≤G°A�b⌡μñC TCP port: 3801, SSL port: 443.

�OU SSL tm≡AHTwªO��tm�aw�z[K]w�≡C

5. qⁿOμnXCΘJUCⁿOG

exit

÷¼ⁿO°íC

b LTO 4 M LTO 5 ú�≈�MOWHiμ[K

uDell Encryption Key Manager °A� GUIvOú
∩�[K≈���μ�Φk]�

	\� 3-5��yQ� GUI ��	tm�B≈�xswM��z�Ct�Az]iHQ

� Keytool ��{í�ú
∩�[K≈�CbúP≈�xswºí�JM�X≈�A

Keytool μ���C�	\� 3-12��yQ� Keytool -importseckey �JΩ�≈�zM

� 3-12��yQ� Keytool -exportseckey �XΩ�≈�zAH�o
�Ω�C

Keytool O���z≈�B��MOW���{íC ª²zα≈�	B�JM�X[K

Ω�≈�AH�Nª	xsb≈�xswñC

≈�xswñ�C�Ω�≈�úOQ��@OW�s�COWO@�r�rΩAp

123456tapeCb JCEKS ≈�xswñA123456Tape PÑ≤ 123456tapeAúis�≈

�xswñ��P��C ϕzQ� keytool -genseckey ⁿO�ú
Ω�≈��Az
b�PⁿOñⁿw�∩��OWCo�OWi²zb�T�≈�s�M≈�xswñ

�O�T�≈�AHKb LTO 4 M LTO 5 �aWgJM¬�[KΩ�C

�: �OOWMOWd≥��O�@�Cϕ≈�Ob�w�≈�xsw/ Encryption Key

Manager Ω�Wú
�A�jε⌡μCúLAbh½ Encryption Key Manager /≈

� 3 � w� Encryption Key Manager M≈�xsw 3-9



�xsw⌠�ñAz����i≤Vh�Ω��@WS��RWD�AHKbΩ

�ºí�Θ≈�A��@Σ	�WS�C

ú
≈�MOWºßA≤s KeyManagerConfig.properties �ñ� symmetricKeySet �e

�ⁿws�OWBOWd≥A�≈�s� GroupIDB��xs∩�≈���WAH�≈

�s�wq�b��WC]�	\� 3-13��y�	M�z≈�s�zAH�o
�

Ω�C�u�∩ symmetricKeySet ñ�ⁿW�≈��iμτ�]�d{��OW�Aϕ

jpMtΓk�∩�≈��CpGo��eⁿwFL��≈�A≈��z{íKú�

��Ao���	@ºf�O²C

t�Akeytool ��{í]ú��b≈�xswºí�JM�XΩ�≈�CHUOU�@

��º[CziHoX keytool -ekmhelp �π�UCU�Q��[\���≈��z
{í�÷	�C

sΦtm�e�

pGn�≤ KeyManagerConfig.properties � ClientKeyManagerConfig.properties �A�

⌡μUC�@G

1. �ε Encryption Key Manager °A�C

2. Q�z∩	�σrsΦ�A}� KeyManagerConfig.properties ���≤°A�tmA

pGO�ß�tmAh}� ClientKeyManagerConfig.properties �C��]� ^M �

Q� Windows �sΦ Linux ≈����CpGz�� WindowsA�Q� gvim/

vim �sΦ��C

3. 	�o≈σ≤�ú��ⁿ���≤�e�C

4. xs��C

5. ½s�� Encryption Key Manager °A�C

pGz���úO Keytool

pGzú�� keytool � GUI �ú
≈�MOWANúαú
P Encryption Key Man-

ager �e�@tC≈�C Ynú
P Encryption Key Manager �e��O≈�A�T

ΩHUCΣñ@�μíⁿwOWG

v 12 ��HU�iCLr�]�pAabcdefghijk�

v 3 �iCLr�Aß�[Γ�sA	�A[W 16 �Q�i��r]�pA

ABC000000000000000001�A�@O 21 �r�

Q� Keytool -genseckey ú�Ω�≈�MOW

�: b⌠≤Ñq@�ñ���� keytool ⁿOºeA�²⌡μ updatePath Script �]

w�T�⌠�C

Windows
�²
 cd c:\ekmA�÷@U updatePath.bat

Linux ¡x

�²
 /var/ekm MßΘJ . ./updatePath.sh

Keytool ��{í�ú
OWM∩�≈�AHKb�� LTO 4 M LTO 5 �a� LTO

4 M LTO 5 �a≈Wiμ[KC�Q� keytool -genseckey ⁿO�ú
@�h�p
K≈�ANª	xsbⁿw�≈�xswñCkeytool -genseckey ���	�pUG
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-genseckey [-v] [-protected]

[-alias <alias> | aliasrange <aliasRange>] [-keypass <keypass>]

[-keyalg <keyalg>] [-keysize <keysize>]

[-keystore <keystore>] [-storepass <storepass>]

[-storetype <storetype>] [-providerName <name>]

[-providerClass <provider_class_name> [-providerArg <arg>] ...

[-providerPath <pathlist>]

ϕú
 Encryption Key Manager�Ω�≈���≤ LTO 4 M LTO 5 �a≈Hiμ�

a[K�Ao
	��Σ½nG

-alias
ⁿwμ@Ω�≈�� alias �A�h 12 �iCL�r�]p abcfrg �

key123tape�C

-aliasrange
ϕú
h�Ω�≈��Aaliasrange ⁿw� 3 �r���σr�r�Aß�	� 16

r�]Q�i��rΩtCWU¡A���±Je�s��c° 21 �r��OWC

±ΦíAⁿw key1-a �ú
q KEY000000000000000001 � KEY00000000000000000A

�@tCOWCⁿw xyz01-FF � aliasrange ��ú
 XYZ000000000000000001 �

XYZ0000000000000000FFAo�ú
 255 �∩�≈�C

-keypass
ⁿw��O@Ω�≈��KXCo�KXP≈�xswKX���PCpG�ⁿw

⌠≤KXAt��ú�zΘJªCpGzbú�ñ÷ Enter ΣA≈�KX�]�≈
�xsw����PKXCkeypass ��O
� 6 �r�°C

�: ≈�xswKX]wnºßA��[H�≤AúDw�X{�}C�	\y�

≤≈�xswKXzC

-keyalg
ⁿw��ú
Ω�≈��tΓkCo����ⁿw� AESC

-keysize
ⁿwnú
�Ω�≈�jpC≈�jp��ⁿw� 256C

α≈÷p≤∩�≈��i	ⁿOWd�pUG

abc000000000000000001
abc00a0120fa000000001

≈��z{íú	ⁿ�OWd�pUG

abcefghij1234567 ? °���
abcg0000000000000001 ? r�WX 3 �r�

pGOWsb≤≈�xswñAKeytool �YXº�¼pA��ε@�C

�≤≈�xswKX

�: ≈�xswKX]wnºßA��[H�≤AúDw�X{�}Co
KX�¿

��XAHKX{⌠≤w��}CpGn�≤≈�xswKXAz��Q�UC

keytool ⁿO��O�≤o�≈�xswñC�≈��KXC

pGn�≤≈�xswKXA�ΘJG
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keytool -keypasswd -keypass old_passwd -new new_passwd -alias alias
-keystore keystorename -storetype keystoretype

z]��sΦ KeyManagerConfig.properties ��≤bC�°A�tm��eñAHUC

Σñ@�Φk�ⁿw�≈�xswKXG

v Rúπ�H�Xe{�KXA² Encryption Key Manager bU����X{ú�C

v Rúπ�H�Xe{�KXAH�X�ΘJsKXCU����Aª�π�¿�

XC

Q� Keytool -importseckey �JΩ�≈�

�Q� keytool -importseckey ⁿOAq�J���J@�pK≈��@�σ��pK≈

�C keytool -importseckey ���	�pUG

-importseckey [-v]

[-keyalias <keyalias>] [-keypass <keypass>]

[-keystore <keystore>] [-storepass <storepass>]

[-storetype <storetype>] [-providerName <name>]

[-importfile <importfile>] [-providerClass <provider_class_name>]

[providerArg <arg>]

ϕ�J Encryption Key Manager�Ω�≈���≤ LTO 4 M LTO 5 �a≈Hiμ�

a[K�Ao
	��Σ½nG

-keyalias
ⁿw≈�xswñºpK≈��OWAH�K importfile ñ���Ω�≈�C

-importfile
ⁿwt�n�JºΩ�≈����C

Q� Keytool -exportseckey �XΩ�≈�

�Q� keytool -exportseckey ⁿOAN@�pK≈��@�σ��pK≈��X��X

�ñC keytool -exportseckey ���	�pUG

-exportseckey [-v]

[-alias <alias> | aliasrange <aliasRange>] [-keyalias <keyalias>]

[-keystore <keystore>] [-storepass <storepass>]

[-storetype <storetype>] [-providerName <name>]

[-exportfile <exportfile>] [-providerClass <provider_class_name>]

[providerArg <arg>]

ϕ�XEncryption Key Manager�Ω�≈���≤ LTO 4 M LTO 5 �a≈Hiμ�

a[K�Ao
	��Σ½nG

-alias
ⁿwμ@Ω�≈�� alias �A�h 12 �iCL�r�]p abcfrg �

key123tape�C

-aliasrange
ϕ�Xh�Ω�≈��Aaliasrange ⁿw� 3 �r���σr�r�Aß�	� 16

r�]Q�i��rΩtCWU¡A���±Je�s��c° 21 �r��OWC
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±ΦíAⁿw key1-a �ú
q KEY000000000000000001 � KEY00000000000000000A

�@tCOWCⁿw xyz01-FF � aliasrange ��ú
 XYZ000000000000000001 


XYZ0000000000000000FF

-exportfile
�XΩ�≈��Aⁿw��xsΩ�≈����C

-keyalias
ⁿw≈�xswñA��[K��Ω�≈���}≈�OWC�TwNN�J∩�

]Ω��≈��≈�xswt��∩��pK≈�C

�� JCEKS ≈�xsw� LTO 4 M LTO 5 [Kºd�OWM∩�
≈�]w

��� -aliasrange ∩��Is KeyToolC

��NAz����UCΦíAN≈�tΓk (-keyalg) ⁿw� AESAN≈�jp

(–keysize) ⁿw� 256G

/bin/keytool –genseckey –v –aliasrange AES01-FF –keyalg AES –keysize 256
–keypass password -storetype jceks –keystore path/filename.jceks

o
 KeyTool Is�ú
 AES000000000000000001 
 AES0000000000000000FF d≥

�� 255 ���OWAH��÷p� AES 256 ��∩�≈�CΓ	úiH���n½

�
n\h�AHK]w���≈��z{í@���n�d≥�W	í≈�OWC

±ΦíApGnb WAú
 LTO 4 M LTO 5 B��OWM∩�≈�G

/bin/keytool –genseckey –v –alias abcfrg –keyalg AES –keysize 256
–keypass password -storetype jceks –keystore path/filename.jceks

o�Is�qWz IsñANW	íOW abcfrg 
[sW�wt� 255 �OW�ⁿ

W≈�xswñAb –keystore ∩��ⁿW� jceks �ñAú
 256 �∩�≈�C

�≤s KeyManagerConfig.properties �ñ� symmetricKeySet �eAsWU�o@μ�

�XW����⌠≤���OWd≥AH���xs∩�≈���WC��NApG

ⁿwFL��OWAEncryption Key Manager ú���Cτ��dó��ΣL�]iα

]A��jpú�T]AFS ≈�jp��O 256�A�¡x�tΓkL�C-keyalg �

�O AESA-keysize ��O 256Cconfig.keystore.file ⁿw��W���X KeyTool

Isñ� –keystore <filename> �ⁿw�W�G

symmetricKeySet = AES01-FF,abcfrg

config.keystore.file = <filename>.jceks

u�∩ symmetricKeySet ñ�ⁿW�≈��iμτ�]�d{��OW�AϕjpMt

Γk�∩�≈��CpGo��eⁿwFL��≈�AEncryption Key Manager Kú�

��Ao���	@ºf�O²C

��M�z≈�s�

Encryption Key Manager iH²zN LTO 4 � LTO 5 [K�∩�≈�A���X�

≈�s�C��o�ΦíAziH	�[K�Ω��¼B�s�v���	�ΣL�

Nq��Φ���≈�C�	n≈�s�ºßAzKiHb adddrive ⁿOñAQ�
-symrec ÷ΣrANª÷p≤Sw��a≈C�	\� 5-7��yadddrivezAHA�y

kC
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pGn�m≈�s�Az��Nªwqb KeyGroups.xml �ñCpGzϕ�� 3-5��

yQ� GUI ��	tm�B≈�xswM��zñ�{�Ahwb EKM Configura-

tion ��ⁿwo�����mCpGOΓ��	tm�AK��UCΦíAbtm�e

�ñⁿw KeyGroups.xml ���mG

config.keygroup.xml.file = FILE:KeyGroups.xml

pG�ⁿwo�	�Aw]μ�O�� Encryption Key Manager ���mu@�²ñ

� KeyGroups.xml �CpGo���úsbAK��	�� KeyGroups.xml �CHß

�� Encryption Key Manager °A��Anative_stderr.log iα�X{UCTºG
[Fatal Error] :-1:-1: Premature end of file.CoOσR�� KeyGroups.xml �

��o
���AúD Encryption Key Manager °A�wtm¿��≈�s�A�hA

ªLk²ε Encryption Key Manager °A���C

≈�s�OQ� Dell Encryption Key Manager °A� GUI �Q�UC CLI �ß�ⁿ

O��	�]�	\� 5-7��yCLI ⁿOzAHA�yk�G

Q� GUI 	wq≈�s�M��≈�

ziHQ� GUI �⌡μ�z≈�s�����n@�Cz]iHQ�ª��	ΣL≈

�C

�: ϕzb⌡μUC⌠≤@��A÷@U Submit ChangesA�}�@��≈∩�
°
í (� 3-8��� 3-6)Aú�z�≈ Encryption Key Manager Ω��C�ΘJ�≈

Ω��xs⌠�C÷@U SubmitCºßAAτ��≈⌠�A�÷@U OKC

pGn��≈�s�
N≈��JA�nsW≈��{��≈�s�ñA�⌡μUC

�@G

1. pG GUI ���A�}�ªG

Windows
�²
 c:\ekm\guiA�÷@U LaunchEKMGui.bat

Linux ¡x

�²
 /var/ekm/gui MßΘJ . ./LaunchEKMGui.sh

2. b GUI ¬��²�ñA∩� Administration CommandsC

3. b°í��A÷@U Create a Group of Keys (� 3-15��� 3-7)C
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4. ΘJs≈�s��W�B≈�OWn��r�AH�s�N]t�≈���C÷@

U Submit ChangesC

pGn�≤w]≈�s�A�⌡μUC�@G

1. b GUI ¬��²�ñA∩� Administration CommandsC

2. b°í��A÷@U Change Default Write Key Group (� 3-16��� 3-8)C

a
1
4
m

0
2
4
8

� 3-7. �	≈�s� (Create a Group of Keys)
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3. qk� Group List ñA∩�s�w]≈�s�C

4. b°í��Aτ�{μ�s�w]≈�s�A�÷@U Submit ChangesC

pGnNSw≈�s�ⁿú�Sw��a≈A�⌡μUC�@G

1. b GUI ¬��²�ñA∩� Administration CommandsC

2. b°í��A÷@U Assign Group to Drive (� 3-17��� 3-9)C
a
1
4
m

0
2
4
4

� 3-8. �≤w]gJ≈�s� (Change Default Write Key Group)
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3. q Drive List ñA∩��a≈C

4. q Group List ñA∩�≈�s�C

5. b°í��Aτ��a≈M≈�s�A�÷@U Submit ChangesC

pGnq�a≈ϕμñRú�a≈A�⌡μUC�@G

1. b GUI ¬��²�ñA∩� Administration CommandsC

2. b°í��A÷@U Delete Drive (� 3-18��� 3-10)C
a
1
4
m

0
2
4
6

� 3-9. Ns�ⁿú��a≈ (Assign Group to Drive)
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3. q Drive List ñA∩��a≈C

4. b°í��Aτ��a≈W�A�÷@U Submit ChangesC

Q� CLI ⁿO	wq≈�s�

Encryption Key Manager �≈�s�S�i²zN≈����C

w�Mtmn Encryption Key Manager ��{í]≈�xswMú
�≈��AEncryp-

tion Key Manager °A�]w��ºßA�Q��ß��nJ°A�A�ϕ�UCBJG

1. ⌡μ createkeygroup ⁿOC

o�ⁿO�b KeyGroups.xml �ñ�	�l≈�s�½≤Co��@u⌡μ@�C

ykGcreatekeygroup -password password

-password
��[K KeyGroups.xml �ñº≈�xswKXAHKß�[H���KXC

≈�xsw�[K≈�s��≈�A≈�s��≈�S�[KC��O�≈�

s�OWKXC]�AKeyGroups.xml �út⌠≤�X≈�C

d�G createkeygroup -password a75xynrd

2. ⌡μ addkeygroup ⁿOC

o�ⁿO�b KeyGroups.xml ñAH�@�us� IDv��	≈�s��Ω�C

a
1
4
m

0
2
4
5

� 3-10. Rú�a≈ (Delete Drive)
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ykGaddkeygroup -groupID groupname

-groupID
b KeyGroup.xml �ñA���Os���@ groupnameC

d�G addkeygroup -groupID keygroup1

3. ⌡μ addkeygroupalias ⁿOC

o�ⁿO��	≈�xsw{�≈�OW�sOWAHKsW�Sw≈�s� ID

ñC

ykGaddkeygroupalias -alias aliasname -groupID groupname

-alias
≈��s aliasnameCo��O
π�≈�W�A]NOíAKey00 ��ΘJ�

key000000000000000000C

-groupID
b KeyGroup.xml �ñA���Os���@ groupnameC

d�G addkeygroupalias -alias key000000000000000000 -groupID keygroup1

�: ��o� CLI ⁿO�AC�uαsW@�≈�CC���sW�≈�s�ñ�

�O≈�Aú��⌡μo�ⁿOC

4. N≈�s�÷p≤s��{���a≈C

a. ⌡μ moddrive ⁿOAN≈�s�÷p≤{���a≈C

o�ⁿO��∩�a≈ϕμñ��a≈ΩTC

ykGmoddrive -drivename drivename -symrec alias

-drivename
drivename ⁿw�a≈���C

-symrec
ⁿw�a≈�OW]∩�≈��OW��≈�s�W�C

d�G moddrive -drivename 000123456789 -symrec keygroup1

b. ⌡μ adddrive ⁿO�sW�a≈��a≈ϕμñA�Nª÷p≤Y�≈�s�C

o�ⁿOi²zsW�a≈A�Nª÷p≤Sw≈�s�C

ykGadddrive -drivename drivename -symrec alias

-drivename
drivename ⁿwnsWº�a≈� 12 ����C

�: z��b 10 ����esWΓ�sAHF� 12 ��C

-symrec
ⁿw�a≈�OW]∩�≈��OW�� groupIDC

d�G adddrive -drivename 000123456789 -symrec keygroup1
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pGnⁿw@�≈�s�@��a≈�wqOW����w]��A�Ntm�e�

� symmetrickeySet �e]��n��º≈�s�� GroupIDC�pA

symmetricKeySet = keygroup1

GroupID ���X KeyGroup.xml �ñ{��≈�s� IDC�hAEncryption Key Man-

ager °A�ú���CEncryption Key Manager �l�≈�s���≈��kCϕzⁿ

w��� GroupID �AEncryption Key Manager �O²W����≈�AAqⁿw�

≈�s��H≈∩�@�≈�C

b≈�s�ºí�s≈�

⌡μ addaliastogroup ⁿOC

o�ⁿO�q{�]���≈�s�ñANSwOW�s�s�]���≈�s�C

ykGaddaliastogroup -aliasID aliasname -sourceGroupID groupname

-targetGroupID groupname

-aliasID
nsWº≈�� aliasnameC

-sourceGroupID
���On�s�OWº��s���@ groupnameC

-targetGroupID
���OnsWOWºs���@ groupnameC

d�G addaliastogroup -aliasID aliasname -sourceGroupID keygroup1 -targetGroupID

keygroup2

�: bΓ�s��A≈�úOi��C
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� 4 � tm Encryption Key Manager

Q� GUI tm Encryption Key Manager
�	tm�e���μ�ΦkOϕ�� 3-5��yQ� GUI ��	tm�B≈�xsw

M��zñ�{���� Dell Encryption Key Manager GUICpGwo≥�AzKw

�	Ftm�Aú�n⌠≤ΣLtmCpGzQn��ΣL Encryption Key Manager t

m∩�AUCΩTiα���C

tmªñ

KeyManagerConfig.properties �ñ�í�tm]wú�Fz���D�����C

��≤s�a≈ϕμ

Encryption Key Manager btm� (drive.acceptUnknownDrives) ñú��@���Ab

o���]� true �ºßA�s�a≈s	 Dell Encryption Key Manager �A��

�	J�a≈ϕμC o�Nú�nw∩C��a≈�{íwA�� adddrive ⁿOC
bo��íUA�ú�n��CLI client commandsAΘJC��m� 10 ����C s

��a≈�iμ����}/pK≈�KXμ½�τ��a≈�¡�C�τ�
¿�A

s��mNα	�xs≤{��aW� ≈� IDA¬�o
�a]
]α≈b�tm�

≈�xswño{∩��≈�ΩT�C

�: Encryption Key Manager°A��b��sW��≈ºßAH GUI � ⁿO � 5-13

��yrefreshz ½sπzATΩN��≈xs
��≈ϕμWC

b L T O 4 � L T O 5 ��≈Φ�AziH]ww]�∩�≈�xs�

(symmetricKeySet)AbsW��mWiμ[KC½ÑºAziH² Encryption Key Man-

ager b�miμs	�AQ��÷p�≈�Ω�iμ
π��mtmC pGz∩	ú

b�msW��a≈ϕμ�⌡μo��@A]iHÑ�a≈wsW��a≈ϕμº

ßAAQ� moddrive ⁿO�⌡μo��@C

Encryption Key Manager úFKú�z��Cí�a≈ΘJ 10 ������	�AP

�]�\j¼t�tm�w]⌠�C

t�A]��NAo
KQ�N�Ow�{
�C@IC�≤�mO��sWA��

÷p≤Y���OW]α≈gJt�o���OW��a�A]�A�ñL�z	Γ

�sW�m��⌡μ��[w��dC���	⌠o�∩��u�I�P�A��s

W�a≈ΩT��a≈ϕμ�⌠tavs�ms���ΩTAΣw�IO�i	

ⁿAo@ID�½nC

�: �w]Adrive.acceptUnknownDrives �e�]� falseC]�AEncryption Key Man-

ager ú���Ns�a≈sW��a≈ϕμñC�∩	Q
���@�íAA��

a�≤tmC�	\�² BAH�o
�Ω�C
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NΓí≈��z{í°A��Ω�PB�

ziHNΓí Encryption Key Manager °A���a≈ϕμMtm�e�PB�Cz

iHQ� CLI �ß� sync ⁿO�Γ�
¿o�@�A�b KeyManagerConfig.properties

�ñ]w��e���
¿C

��

oΓ�PB�Φkúú�Bz≈�xsw�≈�s� XML �Cª	��HΓ�Φ

í��sC

u�b KeyManagerConfig.properties �ñ� sync.ipaddress �eⁿwF�� IP �}

�A������PB�\αC�	\y��PB�zC

Γ�PB�

Γ�Φk]A⌡μ CLI �ß� sync ⁿOCykpUG

sync {-all | -config | -drivetab} -ipaddr ip_addr :sslport [-merge | -rewrite]

o�ⁿO�Ntm��e��a≈ϕμΩT]�Γ	�Aq��]��e��°A�

�e� –ipaddr 	��ⁿw���a]�	¼��°A�C	¼�� Encryption Key

Manager °A���w��Bb⌡μñC

�nμ�

-all
P�Ntm�e�M�a≈ϕμΩTú�e� -ipaddr �ⁿw�°A�C

-config
uNtm�e��e� -ipaddr �ⁿw�°A�C

-drivetab
uN�a≈ϕμΩT�e� -ipaddr �ⁿw�°A�C

-ipaddr
ip_addr:sslport ⁿw	¼�°A���}M ssl ≡C sslport ���X	¼�°A�

KeyManagerConfig.properties �ñ� yTransportListener.ssl.portz �ⁿw��C

∩�μ�

-merge
b	¼�°A�WAX�]sW�s��a≈ϕμΩ�P{μΩ�C]tm�@�

iH½sgJC�oOw]�C

-rewrite
HsΩ���N	¼�°A��{μΩ�C

��PB�

�a≈ϕμM�e�iHqDn≈��z{í°A����e��n°A�C�n°

A���b⌡μñAΩ��αPB�CpGnNDn°A��Ω���PB���n

°A�ñAK��ⁿwDn°A� KeyManagerConfig.properties �ñ�UC��eC

�n�	¼�°A��e�ú�niμ⌠≤�≤C

sync.ipaddress
ⁿw	¼�°A���}M ssl ≡A�pA
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sync.ipaddress = backupekm.server.ibm.com:1443

pG�ⁿwo��eA�ⁿwú�TAK�����PB�C

sync.action
X��½g	¼�°A�ñ�{�Ω�C���pUGmerge]w]��M
rewriteCPB�tm�e@���P½gC

sync.timeinhours
Ω����e�WvCo��OHπ��ⁿw]���C�ííj}l≤°A��

�º�A]NOíAb°A�⌡μFⁿw��ºßAKiμPB�Cw]�O 24C

sync.type
��e�Ω�C���pUGdrivetab]w]��Bconfig M allC

tm≥ª

�: pGzϕ�� 3-5��yQ� GUI ��	tm�B≈�xswM��zñ�{�A

o�w�	F≥�tmAzú�n⌡μUC⌠≤BJCo�ΩTπ�p≤bú�

� GUI �ípU⌡μo
@�ApGzQnQ�ΣLtm∩�Aiα����C

Windows �����: Windows ú	ⁿ�²⌠�t��μ�ⁿOCϕΘJⁿO�Ai

α�nⁿw�o
�²ú
��uW�A�pAprogra~1A�

úO Program FilesCpGnCX�²�uW�A�oX dir /x
ⁿOC

o�{�]ttm Encryption Key Manager ��n���BJC�² A ]A°A�t

m�e��d�C�	\�² BAH�o°A�M�ß�tmΓ	���e�
πM

μC

1. Q� Keytool ��z JCEKS ≈�xswCϕ�	≈�xsw�A�OU⌠�M

�WAH�ú����M≈��W�Cß��BJ���o�ΩTC

2. pG≈�xswúsbA��	@�C�N�a≈n����M≈�sW��J

�o�s�≈�xswñC]�	\� 3-9��yb LTO 4 M LTO 5 ú
≈�

MOWHiμ[KzC��OUú����M≈��W�Cß��BJ���o

�ΩTC

3. �	≈�s��	J≈�OWC�	\� 3-13��y�	M�z≈�s�zC

4. Q�z∩	�σrsΦ��}� KeyManagerConfig.propertiesAHⁿwUC�
eC��NA°A��{μ]pD�YμC��]� ^M �Q� Windows �sΦ

Linux ≈����CpGz�� WindowsA�Q� gvim/vim �sΦ��C

Windows �����: Java SDK ����uAb Windows W⌡μ�]Op�C

b KeyManagerConfig.properties �ñⁿw⌠��A�
������uCbⁿO°íñⁿw
π�⌠�W��A

��� Windows �@δΦí����uC

a. Audit.Handler.File.Directory – ⁿw��xsf�Θx��mC

b. Audit.metadata.file.name – ⁿw meta Ω� XML ��
π⌠�M�WC

c. Config.drivetable.file.url – ⁿw Encryption Key Manager w��a≈º�÷

ΩT��mCb��°A�� CLI �ß�ºeAú�no���CpGªús

bAK�b Encryption Key Manager °A�÷¼�í�	ªC

� 4 � tm Encryption Key Manager 4-3



d. TransportListener.ssl.keystore.name - ⁿwBJ 1 ��	º≈�xsw�

⌠�M�WC

e. TransportListener.ssl.truststore.name - ⁿwBJ 1 ��	º≈�xsw�

⌠�M�WC

f. Admin.ssl.keystore.name - ⁿwBJ 1 ��	º≈�xsw�⌠�M�WC

g. Admin.ssl.truststore.name - ⁿwBJ 1 ��	º≈�xsw�⌠�M�WC

h. config.keystore.file - ⁿwBJ 1 ��	º≈�xsw�⌠�M�WC

i. drive.acceptUnknownDrives - ⁿw true � falseC true �i²s	 Encryp-

tion Key Manager �s�a≈��sW��a≈ϕμñC w]�O falseC

5 . UC∩��KX��iHsWA]iH	ñCpG�b

KeyManagerConfig.properties ñⁿwo
��Ahb°A����íAEncryp-

tion Key Manager �ú�zΘJ≈�xswKXC

a. Admin.ssl.keystore.password - ⁿwBJ 1 ��	º≈�xsw�KXC

b. config.keystore.password - ⁿwBJ 1 ��	º≈�xsw�KXC

c. TransportListener.ssl.keystore.password - ⁿwBJ 1 ��	º≈�xs

w�KXC

sW� KeyManagerConfig.properties ��AEncryption Key Manager ��o


KX¿��XAHú¬w�C

6 . pGn∩���@�t�n²�iμ C L I �ß��OA�∩	�aN

Server.authMechanism �e]� LocalOS �CpG�ⁿw]�]� EKM�Aw

]�O² CLI �ß���	Q� usr/passwd @� EKMAdmin/changeME �nJ

≈��z{í°A�C]chgpasswd ⁿOiH�≤o�KXC�

ϕ Server.authMechanism �e]� LocalOS �ALinux ¡x�nΣL]wCp

�
�ΩTA�	\ http://support.dell.com �ú���� Dell Encryption Key

Manager CΘ�ú�� Readme �C � 5-5��y�O CLI �ß���	z]t


�ΩTC

7. N�≤xsb KeyManagerConfig.properties ñC

8. �� Encryption Key Manager °A�CpGn��°A�A²ú�� GUIA

Windows
cd c:\ekm\ekmserver Hiμ�²A�÷@U startServer.bat

Linux ¡x

�²
 /var/ekm/ekmserverAΘJ . ./startServer.sh

�	\� 5-1 ��y��B½sπzM�ε≈��z{í°A�zAH�o
�

Ω�C

9. �� CLI �ß�G

Windows
cd c:\ekm\ekmclient Hiμ�²A�÷@U startClient.bat

Linux ¡x

�²
 /var/ekm/ekmclientAΘJ . ./startClient.sh

�	\� 5-5��yⁿOμ	��ß�zAH�o
�Ω�C
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10. pGzbBJ 4(i) ⁿw drive.acceptUnknownDrives = falseA�b # ú�º

UAΘJUCⁿO�tm�a≈G

adddrive -drivename drive_name -recl cert_name -rec2 cert_name

�pG

# adddrive -drivename 000001365054 -rec1 key1c1 -rec2 key1c2

ß�	�

# listdrives -drivename 000001365054

o����

Entry Key: SerialNumber = 000001365054

Entry Key: AliasTwo = key1c2

Entry Key: AliasOne = key1c1
Deleted : false
Updated : true
TimeStamp : Sun Jul 03 17:34:44 MST 2007

11. �b # ú�ºUAΘJ listdrives ⁿOATww	QsW�a≈C
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� 5 � �z Encryption Key Manager

��B½sπzM�ε≈��z{í°A�

Encryption Key Manager °A�iH�e÷�Φí��M�εC

½sπz°A��� Encryption Key Manager NO
Θ��≈�xsw{μ�eB�

a≈ϕμ�tmΩT
X��O���ñAANª	½sⁿJO
ΘñCbQ� CLI �

ß�iμFo
�≤�⌠≤�≤ºßAoX½sπz���C÷M Encryption Key Man-

ager °A�÷¼����xso
�≤A²oX°A�½sπziH�εt�l��q

�ñ�y¿o
�≤≥óC

q Dell Encryption Key Manager GUI �� Encryption Key Manager °A�G

1. pG GUI ���A�}�ªG

Windows
�²
 c:\ekm\guiA�÷@U LaunchEKMGui.bat

Linux ¡x

�²
 /var/ekm/gui MßΘJ . ./LaunchEKMGui.sh

2. b GUI ¬��²�ñA÷@U°A��α�°�C

3. b yServer Statusz �� (� 5-1) ñA÷@U Start Server � Refresh ServerC

4. °A�¼A��≤�Mb Server Status °íñC�	\� 5-1C

5. o��π� Login °í (� 5-2��� 5-2)C

a
1
4
m

0
2
4
9
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b User Name ñAΘJ EKMAdminC�lKXO changeMECnJºßAziHQ�

chgpasswd ⁿO��≤KXC�	\� 5-8��ychgpasswdzC

�: v Dell Encryption Key Manager GUI iαLkπ�D≈ IP �}

{μ GUI �Γ�¡εA�y¿°A��α�°�Lkπ� Encryption Key Man-

ager D≈ IP �}G

v {μ��{íLkδ� IPv6CpGD≈tmF IPV6 �}AEncryption Key

Manager ��{íNLkπ� IP �}C

v pG Encryption Key Manager ��{íOw�b Linux t�ñA��{í

�π���D≈�}A�úOΩ�@�ñ� IP ≡C

pGn��D≈t��Ω� IP �}A�s�⌠⌠tm�MΣ IP ≡�}Cb

Windows t�ñA}�@�ⁿO°íAΘJ ipconfigCpGO LinuxA�ΘJ

isconfigC

6. ÷@UnJC

�Q��P� Server Status ����ε°A�C

Q� Script ��≈��z{í°A�

Windows
�²
 cd c:\ekm\ekmserverA�÷@U startServer.bat

Linux ¡x

�²
 /var/ekm/ekmserverAΘJ . ./startServer.sh

pGn�ε°A�A�Q�HU� 5-5��yⁿOμ	��ß�zñ�í��⌠≤Φ

k�oX stopekm ⁿOCt@�ΦkON sigterm �e�≈��z{í{�C oi

²°A����{�÷¼M�⌠C ��N sigkill �e�≈��z{í{�C sigkill

a
1
4
m

0
2
5
0

� 5-2. Login °í
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ú����{��÷¼{�C±ΦíAb Linux t�WAΘJ kill -SIGTERM pid �

kill -15 pidC

bROúr�ºUA��M�ε≈��z{í°A�

pGnq⌠≤ⁿO°í� Shell�� Encryption Key Manager °A�A�ΘJG

java com.ibm.keymanager.EKMLaunch KeymanagerConfig.properties

o�bI�ñ�� Encryption Key Manager °A�C�T��ºßAKiHQ� ps -ef

| grep java ⁿO]Linux ¡x�� Windows �uu@�z�v�π� Encryption Key

M a n a g e r J a v a {�C@�@�uW i n d o w s A�v�⌡μ�Aª�π��

LaunchEKMServiceC

pGn�ε°A�A�Q�HU� 5-5��yⁿOμ	��ß�zñ�í��⌠≤Φ

k�oX stopekm ⁿOCt@�ΦkON sigterm �e�≈��z{í{�C oi

²°A����{�÷¼M�⌠C ��N sigkill �e�≈��z{í{�C sigkill
ú����{��÷¼{�C±ΦíAb Linux t�WAΘJ kill -SIGTERM pid �

kill -15 pidC

b Windows ¡xWAϕ Dell Encryption Key Manager ���@�uWindows A�v

�AiHqu�εxv�εªC

w�≈��z{í°A�� Windows A	

N Encryption Key Manager °A�w�¿D≈°A�ñ�@�A�AiTObD≈°

A�½s���A��� Encryption Key Manager °A���{íC

1 . qUⁿ�uDel l Σ�⌠�v (http: / /support .de l l .com ) ���ñAN

LaunchEKMService.exe ⌡μ��úY��s�²ñC

2. pGn�A�α≈	Q⌡μAz��]wY
⌠���G

a. qu}lv\αϕñA÷@U�εxC

b. ÷ΓUt�C

c. ÷@UiÑ��C

d. ÷@U⌠���C

e. but���vMμUA÷@UsWC

f. ⁿw JAVA_HOME @���W�A�ΘJ IBM JVM �²Cw]w��²O

C:\PROGRA~1\IBM\Java60

g. ÷@UTwC

3. Q�o�{��sΦt� PATH ��C

�: qⁿOμ]w PATH ��LkB@C

a. qu}lv\αϕñA÷@U�εxC

b. ÷ΓUt�C

c. ÷@UiÑ��C

d. ÷@U⌠���C

e. ��ut���vMμ�ΣX Path ��A�÷@UsΦC

f. N IBM JVM ⌠�sW� Path ���}YCw]w��²OC:\PROGRA~1\IBM\

Java60\jre\bin
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�: b⌠���íJ��ANªP⌠�Mμñ�ΣL�²�jC

g. ÷@UTwC

4. Tww
πwq Encryption Key Manager °A�tm�e�ñ�⌠�Co����

W�O KeyManagerConfig.propertiesA�b C:\ekm\gui �²ñC��ñ���UC

⌠�ú���d�≤sAHTOª	�
π⌠�]�pA�� c:\ekm\gui\

EKMKeys.jckA�ú� gui\EKMKeys.jck�C�	\UCd�AHA�b��w]w

�[c�Ap≤�≤⌠�C

o
O��w]w�M≈�xswW��Aª	��ⁿV��eM
π⌠�Czi

Hb KeyManagerConfig.properties �ñΣ�o
��C

config.keygroup.xml.file
⌠���∩¿GFILE:C:/ekm/gui/keygroups/KeyGroups.xml

Admin.ssl.keystore.name
⌠���∩¿GC:/ekm/gui/EKMKeys.jck

TransportListener.ssl.truststore.name
⌠���∩¿GC:/ekm/gui/EKMKeys.jck

Audit.metadata.file.name
⌠���∩¿GC:/ekm/gui/metadata/ekm_metadata.xml

Audit.handler.file.directory
⌠���∩¿GC:/ekm/gui/audit

config.keystore.file
⌠���∩¿GC:/ekm/gui/EKMKeys.jck

TransportListener.ssl.keystore.name
⌠���∩¿GC:/ekm/gui/EKMKeys.jck

config.drivetable.file.url
⌠���∩¿GFILE:C:/ekm/gui/drivetable/ekm_drivetable.dt

Admin.ssl.truststore.name
⌠���∩¿GC:/ekm/gui/EKMKeys.jck

5. LaunchEKMServices.exe ���bROú�r�ºU⌡μCb Windows ñAz

iH�²
}l >{í�>����{í>ROúr��s�ªC

6. bROú�r�ºUA�²
�úY LaunchEKMService.exe ��s�²CQ�
UC∩�@�	��⌡μ LaunchEKMService.exe �C

LaunchEKMService {-help | -i config_file | -u}

-help
π��kΩTC

-i N Encryption Key Manager w�¿@�uWindows A�vCo�∩��nNt

m�e��
π⌠�W�@���JCw]⌠�M�WpUGC:\ekm\gui\

KeyManagerConfig.propertiesC

-u pGúA�nϕ@@�A��⌡μA�N≈��z{íuWindows A�v�úw

�C��NAEKMServer A���w�εA�α�úw�Cϕ⌡μo�ⁿO�A

]iα�X{UC��TºGLk�ú EKMServerC�� 0CúLA�iαw�

úw�o�A�C
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pGnN Encryption Key Manager w�¿@�uWindows A�vA�oXG

LaunchEKMService.exe -i config file

7. Q�WzⁿOw�nA�ºßAEKMServer �X{bA��εxñAziHQ�uA

��εxv���M�ε Encryption Key ManagerC

�: b�@���o�uWindows A�v�Az��Q��εxAHΓ�Φí���

ªC

ⁿOμ���ß�

Encryption Key Manager °A���ºßAziHQ��ß�	�Ab�����oX

CLI ⁿOCpGnoX CLI ⁿOAz��²�� CLI �ß�C

�O CLI �ß����

tm�ñ� Server.authMechanism �eⁿw��ft��/���ß���O≈ε��C

ϕo��]� EKM �ACLI �ß���	��Q� user/password @� EKMAdmin/

changeME �nJ°A�C]chgpasswd ⁿOiH�≤o�KXC�	\� 5-8��

ychgpasswdzC� Server.authMechanism �e�w]�O EKMC

b KeyManagerConfig.properties �ñAN Server.authMechanism �e�ⁿw� LocalOS

�A�∩���@�t�n²�iμ�ß��OC CLI �ß���	��Q� OS user/

password �nJ°A�C��NAu�α≈nJ°A�H�V°A�úμⁿO���	/

KXAΣ��	 ID i��⌡μ°A�A���	 ID τπ�W���	/root v¡C

½n��G�≤ Encryption Key Manager tm��A��÷¼ Encryption Key Man-

ager °A�M GUIC

pGb W i n d o w s ñiμ�� O S ¼�OA���UCΦíAb

KeyManagerConfig.properties ñ]w Server.authMechanism=LocalOSG

1. MΣ KeyManagerConfig.properties �]c:\ekm\gui �²�C

2. Q�z∩	�σrsΦ��}���]��
� WordPad�C

3 . MΣ S e r v e r . a u t h M e c h a n i s m rΩCpGo�rΩúsbA�
���

Server.authMechanism=LocalOS μíANªsW���ñC

4. xs��C

{bAz� Encryption Key Manager °A���	 ID MKX�X OS ��	bßC

��NAu�α≈nJ°A�H�V°A�úμⁿOABπ��z	M�v���	

iH�z Encryption Key Manager °A�

pGO Linux ¡x��� OS ¼�OAK�n⌡μΣLBJG

1. q http://support.dell.com Uⁿ Dell Release R175158 (EKMServicesAndSamples)A

�N���úY�z∩	��²ñC

2. bUⁿñΣX LocalOS �²C

3. N libjaasauth.so �q¡xA�� JVM-JaasSetup �²ñA�s� java_home/jre/

binC

v b 32 ��� Intel Linux ⌠�ñANLocalOS-setup/linux_ia32/libjaasauth.so ��

s� java_home/jre/bin/ �²A∩≤⌡μ 1.6 JVM � 32 �� Intel Linux Ker-

nel �ÑAΣñ� java_home q�O java_install_path/IBMJava-i386-60C
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v b 64 ��� AMD64 Linux ⌠�ñAN LocalOS-setup/linux-x86_64/

libjaasauth.so ��s� java_home/jre/bin/ �²A∩≤⌡μ 1.6 JVM � 64 ��

Linux Kernel�ÑAΣñ� java_home q�O java_install_path/IBMJava-x86_64-

60C

pGO Windows ¡xAKú�no���C

w�
¿ºßAziH�� Encryption Key Manager °A�C{bAEncryption Key

Manager �ß�iHQ� OS ¼��	/KX�nJC��NAu�α≈nJ°A�H�

V°A�úμⁿO���	 IDAi��⌡μ°A�A���	 ID τπ�W���

	/root v¡C

Dell ú�CΘ� http://support.dell.com ñ� Readme �ú�F≤
��w�Ω�C

��ⁿOμ���ß�

�: Encryption Key Manager °A�M Encryption Key Manager CLI �ß�Γ	�e

�ñ� TransportListener.ssl.port �eA��]¿�P��A�hª	LkqTCp

Go
�DA�	\� 6-2��y� CLI �ß�� EKM °A�ºí�qT�Di

μú�zC

Encryption Key Manager CLI �ß�M Encryption Key Manager °A�Q� SSL �

�@ª	�qTw�C��út�ß��O�w] JSSE tm�AEncryption Key Man-

ager °A�º TransportListener.ssl.keystore �����b TransportListener.ssl.truststore

ñCp�@�A�ß�K�DªiHH⌠°A�CpG Encryption Key Manager CLI �

ß�P Encryption Key Manager °A�b�P�t�W⌡μAKiH���P�tm

�e�Co� Encryption Key Manager CLI �ß�α≈�� Encryption Key Manager

°A���P≈�xsw/H⌠xswtmCpGª	úb�P�t�WA�zn�ß

���úP�≈�xswAz��q Encryption Key Manager °A�tm�e��ⁿ

w� TransportListener.ssl.keystore ñ�X��Co
�����J Encryption Key Man-

ager CLI �e�ñ TransportListener.ssl.truststore �ⁿw�H⌠xswC

ziHQ��Φí��� CLI �ß�MoX CLI ⁿOCú�∩	��ΦíAzú�

�ⁿw CLI tm��W�C�	\u�² BvAH�o
�Ω�C

�� Script

Windows
�²
 cd c:\ekm\ekmclientA�÷@U startClient.bat

Linux ¡x

�²
 /var/ekm/ekmclientAΘJ . ./startClient.sh

¼�Φí

pGnq⌠≤ⁿO°í� Shell ñAH¼�Φí�⌡μⁿOA�ΘJG

java com.ibm.keymanager.KMSAdminCmd CLIconfiglfile_name -i

o��X{ # ú�Cbúμ⌠≤ⁿOºeAz��²Q�UCⁿOAN CLI �ß

�nJ�≈��z{í°A�ñG

#login –ekmuser EKMAdmin –ekmpassword changeME

CLI �ß�	QnJ≈��z{í°A�ºßAzKiH⌡μ⌠≤ CLI ⁿOC
¿

ºßA�Q� quit � logout ⁿO�÷¼ CLI �ß�C�w]AEncryption Key
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Manager °A��b 10 ��ºßA÷¼P���º�ß��qT SocketCºßA

ZO��ΘJⁿOAú���ß��⌠CpGnⁿw�°� Encryption Key Man-

ager °A�-�ß� Socket O��íA��∩ KeyManagerConfig.properties �ñ�

TransportListener.ssl.timeout �eC

��ⁿO�

pGnb��ñV≈��z{í°A�úμ@σⁿOA��	t�noXºⁿO�

��Ap clifile Co���ñ��@�ⁿO��O login ⁿOA]��ß���n
JA�α⌡μ⌠≤ⁿOC±ΦíAclifile iαt�UCⁿOG

login -ekmuser EKMAdmin -ekmpassword changeME
listdrives

ºßApGn⌡μo�ⁿO�A��� CLI �ß�G

java com.ibm.keymanager.admin.KMSAdminCmd CLIconfiglfile_name –filename clifile

C�@�ⁿO

ziHⁿwC�ⁿO� CLI userid_ID MKXAC�⌡μμ@ⁿOC�q⌠≤ⁿO

°í� Shell ñΘJG

java com.ibm.keymanager.KMSAdminCmd ClientConfig.properties_name -listdrives
-ekmuser EKMAdmin -ekmpassword changeME

]chgpasswd ⁿOiH�≤o�KXC�o��⌡μo�ⁿOA��⌠�ß�Ñq
@�C

CLI ⁿO

Encryption Key Manager ú�F@�ⁿO�A�zqⁿOμ	��ß���P Encryp-

tion Key Manager °A�¼�AΣñ]AUCⁿOC

addaliastogroup

q{�]���≈�s�ñANSwOW�s�s�]���≈�s�CϕzQnN

Y≈�s�ñ�OWsW�t@�≈�s��Ao���C

addaliastogroup -aliasID aliasname -sourceGroupID groupname -targetGroupID
groupname

-aliasID
nsWº≈�� aliasnameC

-sourceGroupID
���On�s�OWº��s���@ groupnameC

-targetGroupID
���OnsWOWºs���@ groupnameC

d�G addaliastogroup -aliasID aliasname -sourceGroupID keygroup1 -targetGroupID

keygroup2

adddrive

b≈��z{í�a≈ϕμñAW[s��a≈C�	\� 4-1��y��≤s�a

≈ϕμzA��p≤��sW�a≈��a≈ϕμñC�	\� 2-4��y[K≈�

� LTO 4 M LTO 5 �a≈zAH�oOW�D��÷ΩTC
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adddrive -drivename drivename [ -rec1 alias] [-rec2 alias][-symrec alias]

-drivename
drivename ⁿw�nsWº��≈� 12 ����C

�: z��b 10 ����esWΓ�sAHF� 12 ��C

-rec1
ⁿw�a≈���OW]�≈����C

-rec2
ⁿw�a≈����G�OW]�≈����C

-symrec
ⁿw�a≈�OW]∩�≈��OW��≈�s�W�C

d�G adddrive -drivename 000123456789 -rec1 alias1 -rec2 alias2

addkeygroup

Q�u≈�s� XMLvñ�@�us� IDv��	≈�s��Ω�C

addkeygroup -groupID groupname

-groupID
���O KeyGroup XML �ñs���@ groupnameC

d�G addkeygroup -groupID keygroup1

addkeygroupalias

�	≈�xsw{�≈�OW�sOWAHKsW�Sw≈�s� ID ñC

addkeygroupalias -alias aliasname -groupID groupname

-alias
≈��s aliasnameC

-groupID
���O KeyGroup XML �ñs���@ groupnameC

d�G addkeygroupalias -alias aliasname -groupID keygroup1

chgpasswd

�≤ CLI �ß���	 (EKMAdmin) w]KXC

chgpasswd -new password

-new
�N
KX�sKXC

d�G chgpasswd -new ebw74jxr
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createkeygroup

b KeyGroup.xml �ñA�	�l≈�s�½≤Cun⌡μ@�C

createkeygroup -password password

-password
��[K KeyGroups.xml �ñ�≈�xswKXAHKΘß��� passwordC≈�

xsw�[K≈�s��≈�A≈�s��≈�S�[KC��O�≈�s�OW

KXC]�AKeyGroups.xml �út⌠≤�X≈�C

d�G createkeygroup -password password

deletedrive

q≈��z{í�a≈ϕμñARú�a≈C PÑ�ⁿO� d e l d r i v e M

removedriveC

deletedrive -drivename drivename

-drivename
drivename ⁿwnRúº�a≈���C

d�G deletedrive -drivename 000123456789

delgroupalias

q≈�s�ñARú≈�OWC

delgroupalias -groupID groupname -alias aliasname

-groupID
b KeyGroup.xml �ñA���Os���@ groupnameC

-alias
n	úº≈�OW� aliasnameC

d�G delgroupalias -groupID keygroup1 -alias aliasname

delkeygroup

Rúπ�≈�s�C

delkeygroup -groupID groupname

-groupID
b KeyGroup.xml �ñA���Os���@ groupnameC

d�G delkeygroup -groupID keygroup1

exit

�⌠ CLI �ß�M�ε Encryption Key Manager °A�CPÑ�ⁿO� quitC

d�G exit
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export

N�a≈ϕμ� Encryption Key Manager °A�tm��X�ⁿw� URLC

export {-drivetab|-config} -url urlname

-drivetab
�X�a≈ϕμC

-config
�X Encryption Key Manager °A�tm�C

-url
urlname ⁿwNgJ����mC

d�G export -drivetab -url FILE:///keymanager/data/export.table

help

π�ⁿOμ	�ⁿOW�MykCPÑ�ⁿOO ?C

help

import

qⁿw� URL �J�a≈ϕμ�tm�C

import {-merge|-rewrite} {-drivetab|-config} -url urlname

-merge
X�sΩ�M{μΩ�C

-rewrite
HsΩ���N{μΩ�C

-drivetab
�J�a≈ϕμC

-config
�Jtm�C

-url
urlname ��ⁿw�XsΩ���mC

d�G import -merge -drivetab -url FILE:///keymanager/data/export.table

list

CX config.keystore.file �eⁿW�≈�xsw�]t���C

list [-cert |-key|-keysym][-alias alias -verbose |-v]

-cert
CXⁿw≈�xswñ���C

-key
CXⁿw≈�xswñ���≈�C
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-keysym
CXⁿw≈�xswñ�∩�≈�C

-alias
alias ⁿwMμM��Sw��C

-verbose|-v
π�@�h����
�ΩTC

d�G

list -v CX≈�xswñ�����C

list -alias mycert -v CX mycert OW���i�Ω�]pG config.keystore.file

≈�xswt�o�OW���C

listcerts

CX config.keystore.file �eⁿW�≈�xsw�]t���C

listcerts [-alias alias -verbose |-v]

-alias
alias ⁿwMμM��Sw��C

-verbose|-v
π�@�h����
�ΩTC

d�G listcerts -alias alias1 -v

listconfig

CXO
Θ�� E n c r y p t i o n K e y M a n a g e r °A�tm�eA�M

KeyManagerConfig.properties ��{μ�eA[W modconfig ⁿO�iμ�⌠≤≤sC

listconfig

listdrives

CX�a≈ϕμñ��a≈C

listdrives [-drivename drivename ]

-drivename
drivename ⁿwnCXº�a≈���C

-verbose|-v
π�@�hí�a≈�
�ΩTC

d�G listdrives -drivename 000123456789

login

b Encryption Key Manager °A�WAnJ CLI �ß�C

login -ekmuser userID -ekmpassword password
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-ekmuser
�b userID ñⁿw EKMadmin � localOS ��	 ID �Ao�H�����O�

¼�úP]�	\� 5-5��y�O CLI �ß���	z�C

-ekmpassword
��	 ID ���KXC

d�G login -ekmuser EKMAdmin -ekmpassword changeME

logout

nX{μ��	CPÑ�ⁿOO logoffCu�bw���ß�Ñq@��Ao
ⁿO�
��C

d�G logout

modconfig

�∩ Encryption Key Manager °A�tm�e� KeyManagerConfig.properties ñ��

eCPÑ�ⁿOO modifyconfigC

modconfig {-set | -unset} -property name -value value

-set
Nⁿw��e]�ⁿw��C

-unset
	úⁿw��eC

-property
name ⁿw���e�W�C

-value
bⁿwF -set ºßAvalue ��ⁿw���e�s�C

d�G modconfig -set -property sync.timeinhours -value 24

moddrive

�∩�a≈ϕμñ��a≈ΩTCPÑ�ⁿOO modifydriveC

moddrive -drivename drivename {-rec1 [alias] | -rec2 [alias]| -symrec [alias]}

-drivename
drivename ⁿw�a≈���C

-rec1
ⁿw�a≈���OW]�≈����C

-rec2
ⁿw�a≈����G�OW]�≈����C

-symrec
ⁿw�a≈�OW]∩�≈��OW��≈�s�W�C

d�G moddrive -drivename 000123456789 -rec1 newalias1
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refresh

i� Encryption Key Manager H�s�tm	��½sπzú�Bf�M�a≈ϕμ

�C

d�G refresh

refreshks

½sπz≈�xswCpGb Encryption Key Manager °A�⌡μ�Aw�∩L

config.keystore.file �ⁿw�≈�xswA�Q�o�ⁿO�½sⁿJo�≈�xs
wC�ub�n����o�ⁿOA]�ª�
C�αC

d�G refreshks

status

π�≈��z{í°A�Ow���w�εC

d�G status

stopekm

�ε Encryption Key Manager °A�C

d�G stopekm

sync

HoXⁿO�≈��z{í°A��tm��e��a≈ϕμΩT]�Γ	ú]Ab

���PB�t@í Encryption Key Manager °A��tm��e��a≈ϕμΩT

]�Γ	ú]Ab��C

�: oΓ�PB�Φkúú�Bz≈�xsw� KeyGroups.xml �Co
��HΓ�Φ

í��sC

sync {-all | -config | -drivetab} -ipaddr ip_addr :ssl:port [-merge | -rewrite]

-all
Ntm�e�M�a≈ϕμΩTΓ	ú�e� -ipaddr ⁿw� Encryption Key Man-

ager °A�C

-config
uNtm�e��e� -ipaddr ⁿw� Encryption Key Manager °A�C

-drivetab
uN�a≈ϕμΩT�e� -ipaddr ⁿw� Encryption Key Manager °A�C

-ipaddr
ip_addr:ssl:port ⁿw	¼� Encryption Key Manager °A���}M ssl ≡C

s s l :por t ���X	¼�°A� KeyManage rConf ig .p rope r t i e s �ñ�

yTransportListener.ssl.portz �ⁿw��C

-merge
X�s��a≈ϕμΩ�M{μΩ�C]tm�@�iH½sgJC�oOw]

�C
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-rewrite
HsΩ���N{μΩ�C

d�G sync -drivetab -ipaddr remoteekm.ibm.com:443 -merge

version

π� Encryption Key Manager °A����C

d�G version
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� 6 � �DP�

ziH�� Encryption Key Manager ��O�≤Bh��≤����≤�ú�C

�do�½n���A� Encryption Key Manager °A��D

b Encryption Key Manager Lk���AiH�dT����P��D��]C

v native_stdout.log M native_stderr.log

– �≤ Encryption Key Manager °A�ObI�Bz{�ñ⌡μA]�AS�D�

xiHπ�ª�@δ	�TºM��TºCo
Tº�Oⁿ�oΓ���ñC

– pG Encryption Key Manager °A��e�t� debug.output.file �eAK�
bú�Θx��P�²ñ�	oΓ���C

– pG Encryption Key Manager °A��e�út debug.output.file �eAK�
bu@�²ñ�	oΓ���C

– C��� Encryption Key Manager °A��Aú�RúM½�oΓ���C

v f�Θx

– f�Θxt� Encryption Key Manager �Bz{�iμñ�Oⁿ�O²C

– o�����m� E n c r y p t i o n K e y M a n a g e r °A�tm�e�

KeyManagerConfig.properties ñ�Γ��e�ⁿwG

- Audit.handler.file.directory – ⁿwf�Θx��±b���²

- Audit.handler.file.name – ⁿwf�Θx��WC

– p�f��
�ΩTA�	\� 7-1��� 7 �, yf�O²zC

j≤ 127 r��≈�xswKX�Θx��

Encryption Key Manager w�� Windows ServiceAB KeyManagerConfig.properties �

�ñ�≈�xswKX°F 128 r��HW�AEncryption Key Manager ]Lkú�

nΘJi	ⁿ°
�KX�Lk��C�
 Encryption Key Manager Θx]t�ⁿp

U�����G

native_stdout.log

°A�w�l]w
w]�≈�xswLkⁿJERROR! SEGMENT DATA CORRUPTED, SEGDATA=

ERROR! SEGMENT DATA CORRUPTED, SEGDATA=

ERROR! SEGMENT DATA CORRUPTED, SEGDATA=

native_stderr.log

≤ com.ibm.keymanager.KeyManagerExceptionGw]�≈�xswLkⁿJ
≤ com.ibm.keymanager.keygroups.KeyGroupManager.init(KeyGroupManager.java:605)
≤ com.ibm.keymanager.EKMServer.c(EKMServer.java:243)
≤ com.ibm.keymanager.EKMServer.<init>(EKMServer.java:753)
≤ com.ibm.keymanager.EKMServer.a(EKMServer.java:716)
≤ com.ibm.keymanager.EKMServer.main(EKMServer.java:129)
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� CLI �ß�� EKM °A�ºí�qT�Diμú�

EKM CLI �ß�� EKM °A�ºí�qTAOzL°A���ß�tm�e�ñ�

TransportListener.ssl.port �e�ⁿw�≡�iμ�A�ⁿ� SSL �O@C

UCO�ß�Lks	
 EKM °A��X�iα�]CΣñ]Ap≤P��D�≤�

�D�BJC

v EKM °A���⌡μA]��ß�S�qT�∩HC

1. �bⁿO°íñUF netstat –an ⁿOA�T{� TransportListener.ssl.port �

TransportListener.tcp.port �eb EKM °A��e�ñ�ⁿw�≡O�π�X�C

pG�π�o
≡ANϕ�°A�úb⌡μñ

v EKM CLI �ß��e�ñ� TransportListener.ssl.host �e��ⁿV EKM °A�

�b��TD≈WC

1. EKM CLI �ß��e�ñATransportListener.ssl.host �e��w]� localhostC

��∩o��e���ⁿV�T�D≈C

v EKM °A�M EKM CLI �ß�úb�P�≡W∩�C

1. �d EKM °A�M EKM CLI �ß��e�ñ� TransportListener.ssl.port �

eAO�]w��P��C

v EKM °A�M EKM CLI �ß�Σú�w�qT��n�@δ��C

1. Tw CLI �ß��e TransportListener.ssl.keystore M TransportListener.ssl.truststore

�ⁿw�≈�xswt�P°A��eñº A d m i n . s s l . k e y s t o r e M

Admin.ssl.truststore ≈�xsw�P���C

2. Tw�ß��eñ� TransportListener.ssl.keystore.password ��T�KXC

3. Twbo
≈�xswñAS�⌠≤w�����C JSSE ú���L����i

μw�qTC

v EKM CLI �ß��e�O�¬�C

1. ��d������v¡AT{�b⌡μ EKM CLI �ß����	π�s��

�∩���v¡C

v EKM °A��e�÷� Server.authMechanism = LocalOSA²O��w�

EKMServicesAndSamples M≤ñ��n���O���w��m��C

1. �	\ EKMServiceAndSamples M≤��� ReadMeAH�o÷≤�O�
�Ω

TC

≈��z{í°A��D�ú�

P≈��z{í�÷��DAjí�úA�≈��z{í°A��tm���C�	

\u�² BAw]tm�vAH�oⁿwú��e��÷ΩTC

pG Encryption Key Manager Lk��A��d�⌡≡C

iαOnΘ�⌡≡�wΘ�⌡≡��ΩA� Encryption Key Manager Lks�≡C

EKM °A�	��CLkⁿJ�Σ� EKM.properties tmC

1 . ϕ�� K M S A d m i n C m d � E K M L a u n c hA²��ⁿw

KeyManagerConfig.properties �
π⌠��ApG�e�úbw]⌠�WAN�
o
o���C
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Windows �w]⌠�O C:/Program Files/IBM/KeyManagerServer/

Linux ¡x�w]⌠�O /opt/ibm/KeyManagerServer/

2. ½sΘJⁿO��� KMSAdminCmdAB�J KeyManagerConfig.properties �
�
π⌠�C�	\u�² BAEncryption Key Manager tm�e�vAH�o


�ΩTC

EKM °A�	��Cz��btm�ñAⁿw XML meta Ω����
WC

tm�≥� Audit.metadata.file.name ��C

pGn≤�o��DA�sW A u d i t . m e t a d a t a . f i l e . n a m e �e�

KeyManagerConfig.properties tm�ñC

Lk�� EKM.MykeysCt�Σú�ⁿw���C

1. ϕ KeyManagerConfig.properties ñ�≈�xsw���ⁿV{����AK�
X{o���TºC

2. pGn≤�o��DA�Tw KeyManagerConfig.properties �ñ�UC��ⁿ
V���{�≈�xsw�G

Admin.ssl.keystore.name

TransportListener.ssl.truststore.name

TransportListener.ssl.keystore.name

Admin.ssl.truststore.name

�	\u�² BAEncryption Key Manager tm�e�vAH�o
�ΩTC

Lk�� EKMC��úsb = safkeyring://xxx/yyy

���]iαOb Encryption Key Manager ⌠� Shell Script � IJO ��ñAⁿwF

���ú�	C

∩≤ JCECCARACFKS ≈�xswA���G

-Djava.protocol.handler.pkgs=com.ibm.crypto.hdwrCCA.provider

∩≤ JCERACFKS ≈�xswA���G

-Djava.protocol.handler.pkgs=com.ibm.crypto.provider

Lk�� EKMC≈�xswD�y∩A�KXú
TC

1. pG�e�ñ�@�h�o
��t����]�	\u�² BAEncryption Key

Manager tm�e�v�AK�o
o���G

config.keystore.password]∩�≤ config.keystore.file�

admin.keystore.password]∩�≤ admin.keystore.name�

transportListener.keystore.password]∩�≤ transportListener.keystore.name�

2. pG°A����AbKXú�ºUΘJ��KXA]iαX{o���C

3. pGtmútΣñ�⌠≤KXA��e�ñ�T�≈�xsw��úO�@�Ah

�h�VzoXT�ú�CpG�eñ�����ú�PAKú�@�C
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Lk�� EKMC≈�xswμíL�C

1. ϕ�e�ñ�≈�xsw��º@ⁿwF���≈�xsw�¼�AKiαX{o

���C

2. pG�e�ñ���≈�xsw��úⁿV�P���AEncryption Key Manager �

Q� config.keystore.type �@���≈�xsw�≈�xsw�¼C

3. ϕ�e�ñS�Sw≈�xsw��¼���AEncryption Key Manager �
]�

¼� jceksC

Lk��°A�C�Ñ�⌡μⁿ	��Aúb⌡μñC

o
o����\hiα��]G

1. KeyManagerConfig.properties �ñ�UCΓ���ⁿV�P�≡G

TransportListener.ssl.port

TransportListener.tcp.port

C��Θ	Ñ�ú��tm¿Q��¡�≡�	ÑC

2. oΓ����Σñ@����tm�≡Aw�≈��z{í°A���P≈�W�

⌡μ�t@�A���ñC�ΣXS�ΣLA�b���≡AQ�o
≡�tm≈

��z{í°A�C

3. b⌡μ Linux @�t��t�WApGoΓ�≡�Σñ@�≡p≤ 1024AB��≈

��z{í°A����	úO r o o tAKiαo
o���C��∩

KeyManagerConfig.properties ñ��Θ	Ñ������ 1024 HW�≡C

“[Fatal Error] :-1:-1: Premature end of file.” TºX{b
native_stderr.logC

ϕ Encryption Key Manager ⁿJ��≈�s����A�X{o�TºCo�Tº�

� XML σR�AúD Encrypt ion Key Manager tm¿��≈�s�AB

KeyManagerConfig.properties]Encryption Key Manager °A��e��ñ�

config.keygroup.xml.file �e�ⁿw���w�lA�hAª����C

��GLkbtm≈�xswñAQ� alias:MyKey Σ� SecretkeyC

�e�ñ� symmetricKeySet ��]tb config.keystore.file ñ�úsb�≈�OWC

pGn≤�o��DA��∩tm�ñ� symmetricKeySet ��A�ªu]t

KeyManagerConfig.properties ñ� config.keystore.file ���ⁿ�º≈�xsw��

ñ{s�OWA�sW≥��∩�≈��≈�xswñC�	\u�² BAEncryption

Key Manager tm�e�vAH�o
�ΩTC

symmetricKeySet ñS�∩�≈�A]�LkΣ� LTO �a≈C

oO@h	�TºC Encryption Key Manager °A�����A² Encryption Key Man-

ager �o�Ω�LkΣ� LTO �a≈CpG�tm⌠≤ LTO �a≈Po� Encryp-

tion Key Manager qTAoKúO�DC
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Encryption Key Manager °i��

o@wq Encryption Key Manager �°iABb�a≈P�Ω�ñ�����TºC

ª	q�����g¼X� FSCCo≈ϕμ]t��XBó���ní�H�≤��

@C�	\u�² BAw]tm�vAH�oⁿwú��e��÷ΩTC

ϕ 6-1. Encryption Key Manager °i���

��X í� �@

EE02 [K¬�Tºó�G

DriverErrorNotifyParameterErrorGu¼�úϕ�

ASC M ASCQCASC M ASCQ ú�Xu≈�

�	/≈�α½/≈���v@�Cv

�a≈nDúΣ���@CTwz�⌡μ�O

�s��� Encryption Key Manager]�	\ �

3-1��yUⁿ�s��� Key Manager ISO

ImagezHP�O���s���C��d�a

≈� Proxy °A��Θ���A�n��AN

ª	≤s¿�s���C�b≈��z{í°

A�W��ú�l�C�
�½��D�¼�

ú�ΘxCpG���DA�	\�X���

�u�²\¬v@ñ�up� Dellv AH�

o�N≤U��÷ΩTC

EE0F [K	Φ��G�í��GuDw����C

EKM �í{í]p��Cv

Twz�⌡μ�O�s��� Encryption Key

Manager]�	\ � 3-1��yUⁿ�s���

Key Manager ISO ImagezHP�O���s�

��C��d�a≈� Proxy °A��Θ��

�A�n��ANª	≤s¿�s���C�

b≈��z{í°A�W��ú�l�C�


�½��D�¼�ú�ΘxCpG���DA

�	\�X����u�²\¬v@ñ�

up� Dellv AH�o�N≤U��÷ΩTC

��GIs CSNDDSVA��wΘ��A

returnCode 12 reasonCode 0C

pG��wΘ[KkA�Tww�� ICSFC

EE23 [K¬�Tºó�G�í��GuDw���

�........v

o
@δ��ALkσRq�a≈� Proxy °

A�¼��TºCTwz�⌡μ�O�s��

� Encryption Key Manager]�	\ � 3-1�

�yUⁿ�s��� Key Manager ISO Imagez

HP�O���s���C�b≈��z{í

°A�W��ú�C�
�½��D�¼�ú

�ΘxCpG���DA�	\�X����

u�²\¬v@ñ�up� Dellv AH�o

�N≤U��÷ΩTC
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ϕ 6-1. Encryption Key Manager °i��� (�≥)

��X í� �@

EE25 [Ktm�DGo
P�a≈ϕμ�÷��

�C

pGb KeyManagerConfig.properties �ñú�F

config.drivetable.file.urlA�Two�	��

TCb Encryption Key Manager °A�W⌡μ

listdrives -drivename <drivename> ⁿOAτ

��a≈�tmO��T]�pA�a≈�

�BOWB��Ñ�CTwz�⌡μ�O�s

��� Encryption Key Manager]�	\ � 3-1

��yUⁿ�s��� Key Manager ISO

ImagezHP�O���s���C��d�a

≈� Proxy °A��Θ���A�n��AN

ª	≤s¿�s���C���ú�l�AA

½�@�CpG���DA�	\�X���

�u�²\¬v@ñ�up� Dellv AH�

o�N≤U��÷ΩTC

EE29 [K¬�Tºó�G��L� q�a≈� Proxy °A�¼��TºP��ú

�CTwz�⌡μ�O�s��� Encryption

Key Manager]�	\ � 3-1��yUⁿ�s�

�� Key Manager ISO ImagezHP�O���

s���C�b≈��z{í°A�W��ú

�C�
�½��D�¼�ú�ΘxCpG�

��DA�	\�X����u�²\¬v@

ñ�up� Dellv AH�o�N≤U��÷

ΩTC

EE2B [K¬�Tºó�G�í��GuDSK út�

�A�Lkτ� DSK ñ���Cv

Twz�⌡μ�O�s��� Encryption Key

Manager]�	\ � 3-1��yUⁿ�s���

Key Manager ISO ImagezHP�O���s�

��C��d�a≈� Proxy °A��Θ��

�A�n��ANª	≤s¿�s���C�

b≈��z{í°A�W��ú�l�C�


�½��D�¼�ú�ΘxCpG���DA

�	\�X����u�²\¬v@ñ�

up� Dellv AH�o�N≤U��÷ΩTC

EE2C [K¬�Tºó�G

QueryDSKParameterErrorGuq�mσR

QueryDSKMessage �o
��CDw�� dsk

p��Dw����tⁿCv

�a≈nD Encryption Key Manager ⌡μúΣ

��\αCTwz�⌡μ�O�s���

Encryption Key Manager]�	\ � 3-1��

yUⁿ�s��� Key Manager ISO ImagezH

P�O���s���C��d�a≈� Proxy

°A��Θ���A�n��ANª	≤s¿

�s���C�b≈��z{í°A�W��

ú�l�C�
�½��D�¼�ú�ΘxC

pG���DA�	\�X����u�²\

¬v@ñ�up� Dellv AH�o�N≤U

��÷ΩTC
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ϕ 6-1. Encryption Key Manager °i��� (�≥)

��X í� �@

EE2D [K¬�Tºó�GTº�¼L� Encryption Key Manager ¼����	��T

ºA�¼�ú�p≤Bz�TºCTwz�⌡

μ�O�s��� Encryption Key Manager]�

	\ � 3-1��yUⁿ�s��� Key Man-

ager ISO ImagezHP�O���s���C�

b≈��z{í°A�W��ú�C�
�½

��D�¼�ú�ΘxCpG���DA�	

\�X����u�²\¬v@ñ�up�

Dellv AH�o�N≤U��÷ΩTC

EE2E [K¬�Tºó�G�í��G���¼L� q�a≈� Proxy °A�¼��Tºút��

���¼CTwz�⌡μ�O�s���

Encryption Key Manager]�	\ � 3-1��

yUⁿ�s��� Key Manager ISO ImagezH

P�O���s���C�b≈��z{í°

A�W��ú�C�
�½��D�¼�ú�

ΘxCpG���DA�	\�X����

u�²\¬v@ñ�up� Dellv AH�o

�N≤U��÷ΩTC

EE30 Tε�nDC nD�a≈�úΣ��@�C�w∩���a

≈ΘJ�TBΣ��ⁿOC

EE31 [Ktm�DGo
P≈�xsw�÷��

�C

��dz�����tm�w]��≈��

�CziHQ� listcerts ⁿOCX Encryption

Key Manager �α�����CpG�Dzb


���w]�A�b Encryption Key Manager °

A�W⌡μ listdrives -drivename drivename ⁿ

OAτ��a≈�tmO��T]�pA�a

≈����÷p�OW/≈����T�CpG

�D�b��a≈S��÷p�OW/≈��

�A��d d e f a u l t . d r i v e . a l i a s 1 M

default.drive.alias2 ��CpGoS��A�OW/

≈���wsbA�¼�ú�ΘxA��	\

�X����u�²\¬v@ñ�up�

Dellv b�X��e��u�²\¬v@ñA

AH�o�N≤U��÷ΩTC

EE32 ≈�xsw�÷�DC �iα��]OQ�t�úP≈��úP

Encryption Key Manager �[K�aA���[

Ko��a�≈�w½sRWA�wq≈�x

swñRúC�oX list -keysymATwnD

�OWsb≤≈�xswñC

EEE1 [K	Φ��G�í��GuDw����G

EK/EEDK X�Pl���≡Cv

Twz�⌡μ�O�s��� Encryption Key

Manager]�	\ � 3-1��yUⁿ�s���

Key Manager ISO ImagezHP�O���s�

��C��d�a≈� Proxy °A��Θ��

�A�n��ANª	≤s¿�s���C�

b≈��z{í°A�W��ú�C�
�½

��D�¼�ú�ΘxCpG���DA�	

\�X����u�²\¬v@ñ�up�

Dellv AH�o�N≤U��÷ΩTC
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ϕ 6-1. Encryption Key Manager °i��� (�≥)

��X í� �@

EF01 [Ktm�DGu�tm�a≈Cv ��P Encryption Key Manager qT��a≈

úb�a≈ϕμñCpGb

KeyManagerConfig.properties �ñú�F

config.drivetable.file.urlA�Two�	��

TC�⌡μ listdrives ⁿO��d�a≈O�

bMμñCpGúbA�H�T��a≈Ω

TAQ� adddrive ⁿO�Γ�tm�a≈A�

Q� m o d c o n f i g ⁿOAN

″drive.acceptUnknownDrives″ �e]� trueC�

��ú�l�AA½�@�CpG���DA

�	\�X��e�y�²\¬z@ñ�

yp� Dellz AH�o�N≤U��÷ΩTC

Tº

Encryption Key Manager iHú
UCTºAo
Tº�π�b�zD�xñC

	ⁿwtm�

σr

Configuration file not specified: KeyManager Configuration file not speci-

fied when starting EKM.

í�

KMSAdmin ⁿOnDNtm�ϕ¿ⁿOμ	��JC

t���

{í�εC

�@���

�ú�tm�AA½�ⁿOC

LksW�a≈

σr

Failed to add drive. Drive already exists.

í�

�a≈wtmF Encryption Key ManagerA�wb�a≈ϕμñA�H adddrive ⁿO
ó�C

6-8 Dell Encryption Key Mgr ��ΓU



�@���

�⌡μ listdrives ⁿOAHA��a≈O�wtm Encryption Key ManagerCpG�

a≈wsbAziHQ� moddrive ⁿO��≤�a≈tmC�⌡μ helpAH�o

�ΩTC

LkOsΘx�

σr

Failed to archive the log file.

í�

Lk½sRWΘx�C

�@���

��d��\iv�oí�a≈W��íC

LkRútm

σr

“modconfig” command failed.

í�

LkQ� modconfig ⁿO�Rú Encryption Key Manager tmC

�@���

�Q� help �dⁿOykATwú��	��TC��df�ΘxAH�o
�ΩTC

LkRú�a≈��

σr

“deldrive” command failed.

í�

deldrive ⁿOLkRú�a≈ϕμñ��a≈��C

�@���

�Q� help �dⁿOykATwú��	��TC�TwwQ� listdrives ⁿOAH
Encryption Key Manager tmF�a≈C��df�ΘxAH�o
�ΩTC

Lk�J

σr

“import” command failed.
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í�

Lk�J�a≈ϕμ�tm�C

t���

Encryption Key Manager °A����C

�@���

�Twⁿw� URL sbABπ�¬�\ivC�Q� help �dⁿOykC�Tw	
��TAA½�@�C

Lk�∩tm

σr

“modconfig” command failed.

í�

LkQ� modconfig ⁿO��∩ Encryption Key Manager tmC

�@���

�Q� help �dⁿOykATwú��	��TC��df�ΘxAH�o
�ΩTC

�WúαO��

σr

File name was not supplied for audit log file.

í�

�Q� Encryption Key Manager �tm�e�ú�f��W�Co�	�O�n�t

m	�C

t���

{í�εC

�@���

�T{bú�� E n c r y p t i o n K e y M a n a g e r �tm�e�ñwqF

Audit.handler.file.name �eAA
�½s��ªC

��jp¡εúαOt�

σr

Maximum file size for audit log can not be a negative number.

í�

Encryption Key Manager tm�ñ� Audit.handler.file.size �e���O��C
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t���

Encryption Key Manager ���C

�@���

�ⁿw����r� Audit.handler.file.sizeAA
�½s�� Encryption Key Man-

agerC

S�nPB��Ω�

σr

No data can be found to be synchronized with “sync”.

í�

sync ⁿOLk�O⌠≤nPB��Ω�C

�@���

�T{ú��tm�sbABtm�Q� config.drivetable.file.url tmF�T��a≈

ϕμC�Q� help �dykAA½� sync ⁿOC

L�ΘJ

σr

Invalid input parameters for the CLI.

í�

SwⁿOykiαú�TC

�@���

�TwΘJ�ⁿO�TC�Q� help �dⁿOykC�Twú��	��TAA½�
@�C

tm�ñ� SSL ≡�L�

σr

Invalid SSL port number specified in the EKM configuration file.

í�

tm��ú�� SSL ≡�úO����XC

t���

Encryption Key Manager ���C
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�@���

�� Encryption Key Manager �A�btm�� TransportListener.ssl.port �e

ñⁿw���≡�AA
�½s��C

tm�ñ� TCP ≡�L�

σr

Invalid TCP port number specified in the EKM configuration file.

í�

tm��ú�� TCP ≡�úO����XC

t���

Encryption Key Manager ���C

�@���

�� Encryption Key Manager �A�btm�� TransportListener.tcp.port �e

ñⁿw���≡�AA
�½s��Cw] TCP ≡�O 3801C

��btm�ñⁿw SSL ≡�

σr

SSL port number is not configured in the properties file.

í�

SSL ≡�Otm�e�ñ��tm��eCbhx°A�⌠�ñAEncryption Key Man-

ager °A�Q�ª���qTC

t���

Encryption Key Manager ���C

�@���

�b TransportListener.ssl.port �eñⁿw���≡�AA
�½s�� Encryp-

tion Key ManagerC

��btm�ñⁿw TCP ≡�

σr

TCP port number is not configured in the properties file.

í�

TCP ≡�Otm�e�ñ��tm��eCª�≤�a≈M Encryption Key Manager º

í�qTC
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t���

Encryption Key Manager ���C

�@���

�b TransportListener.tcp.port �eñⁿw���≡�AA
�½s�� Encryp-

tion Key ManagerCw] TCP ≡�O 3801C

°A�Lk��

σr

EKM server failed to start.

í�

o
tm�DAEncryption Key Manager °A�Lk��C

�@���

��dú�ºtm�ñ�	�C�d�ΘxAH�o
�ΩTC

PBó�

σr

“sync” command failed.

í�

NΓí Encryption Key Manager °A��Ω�PB��PB@�ó�C

�@���

�Twⁿw��� Encryption Key Manager °A�� IP �}�TABoíqúi�

s�C�Twtm�sbABt��T��a≈ϕμΩTC�Q� help �d sync ⁿ
OykC�d�ΘxAH�o
�ΩTC

ⁿw�f�Θx�O
¬�

σr

The audit log file can not be opened for writing.

í�

Lk}� Encryption Key Manager tmñ Audit.handler.file.name �e�ⁿw�f

�Θx�AHiμgJC

t���

Encryption Key Manager ���C
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�@���

��d�wf��M�²�\ivAA
�½s�� Encryption Key ManagerC

LkⁿJ�z≈�xsw

σr

Keystore for Admin cannot be loaded.

í�

LkⁿJú�� Encryption Key Manager ��z≈�xswCbhx°A�⌠�ñA

�z≈�xswOb Encryption Key Manager °A�ºíA��iμ°A��qTC

t���

Encryption Key Manager ���C

�@���

��dtm�]wC�Tw Encryption Key Manager tm�ñ� admin.keystore.fileB

admin.keystore.provider M admin.keystore.type �e�T]�	\u�² Bv�B

≈�xsw�sbAB�¬�vC�TwQ� admin.keystore.password �eA�bⁿ

OμΘJA�ú���z≈�xsw�KX�TCºßAA
�½s�� Encryption Key

ManagerC

LkⁿJ≈�xsw

σr

Keystore for EKM can not be loaded.

í�

LkⁿJⁿw� Encryption Key Manager �≈�xswC

t���

Encryption Key Manager ���C

�@���

��dtm�]wC�Tw E n c r y p t i o n K e y M a n a g e r tm�ñ�

config.keystore.fileBconfig.keystore.provider M config.keystore.type �e�

TB≈�xsw�sbAB�¬�vC�TwQ� config.keystore.password �eA

�bⁿOμΘJA�ú�� Encryption Key Manager ≈�xsw�KX�TCºßA

A
�½s��C

LkⁿJ�Θ≈�xsw

σr

Transport keystore cannot be loaded.
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í�

LkⁿJú�� Encryption Key Manager ��Θ≈�xswCbhx°A�⌠�ñA

�Θ≈�xswOb Encryption Key Manager °A�ºíA��iμ�ß�qTC

t���

Encryption Key Manager ���C

�@���

��dtm�]wC�Tw E n c r y p t i o n K e y M a n a g e r tm�ñ�

transport.keystore.fileBtransport.keystore.provider M transport.keystore.type

�e�TB≈�xsw�sbAB�¬�vC�TwQ� transport.keystore.password

�eA�bⁿOμΘJA�ú���z≈�xsw�KX�TCºßAA
�½s�

� Encryption Key ManagerC

úⁿΣ���@

σr

User entered action for the CLI which is not supported for EKM.

í�

Encryption Key Manager úΣ��Lk�¬ sync ⁿOú���@C����@OX�
�½gC

�@���

�Q� help �dⁿOykAMßA�@�C
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� 7 � f�O²

�: ���í��f�O²μí�úQ°�{í]p	�Co
O²�μíbúP�
�ºíAiα��úPC�Fw�Y
�nσRf�O²�ípA��í�Fo


μíC

f�º[

b Encryption Key Manager nDBz�íAo
U�if���≤�Af�lt��

Nσrf�O²g�@�����ñCf�lt��gJ@���ñ]�²M�Wú

iHtm�Co
�����jp]iHtmCH�O²gJ��Ab��jp�F

itm�jpºßA�÷¼��A	�{μ�íWO�½sRWAA}�t@��

�Ao�O²�g�s����ñC]�Af�O²�πΘΘx��¿X�itmj

p���Aª	�W����jpWXitmjpº���íWO���ⁿwC

pGn�επΘf�Θx�ΩTq]≤V���	������L≤ejAWX��

t�i��íAziH�{�	 Script �{í�	°�tmºf��²/Ω�¿/xs�

ñ����Cϕ��÷¼B	��íWO�RW�A����s���eAA�[�

��n�°�s≥Θx�mAºßA[HMúCb⌡μ�A�p��K	ú��≤

Encryption Key Manager �bNO²gJΣñ���]o�����Wút�íWO�C

f�tm��

Encryption Key Manager tm�Q�UC	���εN�
�≤Oⁿ�f�ΘxñBb

��gJf�Θx�AH�f�Θx��jpW¡C

Audit.event.types
yk

Audit.event.types={type[;type]}

��

��ⁿw���e�f�Θx�f��¼Ctm	�iα��pUG

all ���≤�¼

authentication �O�≤

data_synchronization b Encryption Key Manager °A�ºíiμΩTPB��í�o


��≤

runtime o
��≤@��e� Encryption Key Manager �Bz@�Mn

D�@í≈

configuration_management iμtm�≤��o
��≤

resource_management @� Encryption Key Manager ñºΩ�]�a≈�]w��o


��≤w�≤
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d�

o�tm��d�WμpUG

Audit.event.types=all

t@�d�pUG

Audit.event.types=authentication;runtime;resource_management

Audit.event.outcome
yk

Audit.event.outcome={outcome[;outcome]}

��

��ⁿX�≤O]�@�¿\B@�ú¿\�o
A�OΓ	ú��f�C�ⁿw suc-
cess �Oⁿ]@�¿\�o
��≤C�ⁿw failure �Oⁿ]@�ú¿\�o
�
�≤C

d�

o�tm��d�WμpUG

Audit.event.outcome=failure

pGn��¿\Mú¿\Γ�ípG

Audit.event.outcome=success;failure

Audit.eventQueue.max
yk

Audit.eventQueue.max=number_events

��

��]wOdbO
ΘεC��≤½≤��W¡CoO@�∩��	�A²��


�Cw]�OsC

d�

Audit.eventQueue.max=8

Audit.handler.file.directory
yk

Audit.handler.file.directory=directoryName

��

o�	���ⁿXf�O²���gJ���²C ��NApG�²úsbAEncryp-

tion Key Manager ����	�²CúLApGú¿\AEncryption Key Manager Kú

���C��b⌡μ Encryption Key Manager ºeA�²KwsbCt�A]��NA

��⌡μ Encryption Key Manager ���	 ID ���ⁿw�²�gJvC
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d�

N�²]� /var/ekm/ekm1/auditG

Audit.handler.file.directory=/var/ekm/ekm1/audit

Audit.handler.file.size
yk

Audit.handler.file.size=sizeInKiloBytes

��

o�	���ⁿXF���÷¼f��AgJsf���jp¡εC��NA�Gf

���Ω�jp�iαWXo��X����A]���ObWXjp¡εºß÷

¼C

d�

pGnN��jpW¡]¿j� 2 MBA�ΘJG

Audit.handler.file.size=2000

Audit.handler.file.name
yk

Audit.handler.file.name=fileName

��

�Q�o�	��ⁿwbⁿwf��²��≥ª�WAHKb�	f�Θx��A�

�@�≥ªW�C��NAo�	�uα]t≥��WA�úO
π⌠�W�Cf�

Θx��
πW��bo�W�ß[W��gJ�í�∩��C

�Fe{o@IA�]Q Audit.handler.file.name �]� ekm.log �d�C���
π
W��ⁿ≤Gekm.log.2315003554C�[�rΩiH≤UP�f�Θx���		� -

��V¬Af�Θx�UsC

d�

N≥ªW�]� ekm.log �d�pUG

Audit.handler.file.name=ekm.log

Audit.handler.file.multithreads
yk

Audit.handler.file.multithreads={yes|true|no|false}

��

pGⁿw� trueAK�Q��O⌡μⁿAN�≤Ω�gJf�ΘxñA²{μ⌡μⁿ
]@���≥⌡μAú�nÑ	f�ΘxgJ
¿Cw]μ�O��h�⌡μⁿC
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d�

N≥ªW�]� true �d�pUG

Audit.handler.file.multithreads=true

Audit.handler.file.threadlifespan
yk

Audit.handler.file.threadlifespan=timeInSeconds

��

o�	���ⁿw�F�gf�Θx��A⌡μⁿw����n��°�íCbMú

Bz{��íAo��i�⌡μⁿbD���ºeA
¿ª	�@�CpGI�⌡μ

ⁿ�b threadlifespan 	��t��í�
¿ª�u@AbiμMúBz�A�N⌡μⁿ

��C

d�

pGnN⌡μⁿ�gf�Θx���n�w��í]� 10 ϕA�ⁿwG

Audit.handler.file.threadlifespan=10

f�O²μí

��f�O²ú��o��í���ⁿΘXμíC��f�O²út�@
@�ΩT

]]A�íWOMO²�¼�H�o
ºf��≤S��ΩTCf�O²�@δμí

π�pUG

AuditRecordType:[
timestamp=timestamp
Attribute Name=Attribute Value
...
]

b��ñC�O²ú≤VhμAO²��@μq�@�r�}lOf�O²�¼Aß

�	�@��� (:)AA	�@�¬ΦA� ([)C÷p≤�Pf�O²�ß≥UμY�Γ

� (2) �μA�ΘxO²�e÷\¬Cμ@f�O²��ß@μt�Y�Γ� (2) �μ

�kΦA� (])CC�f�O²�μ��H�f�O²�¼�f�O²�ú��ΣL��

ΩT�úPC

f�O²��íWOOH⌡μ Encryption Key Manager ºt��t����≥ªCp

Go
O²n	��íWO�÷p≤ΣLt��o
��≤AK����Y�¼��

íPB�AHTO⌠��Ut�����PB��i	ⁿ�δTh�C

Encryption Key Manager ñ�f�I

Encryption Key Manager iH	�tm��gnDBz�ío
�\h�≤ºf�O²C

o@í�if���≤��f�O²tm��Af�O²tm������Ao


f�O²�αg�f��ñ]�	\ϕ 7-1�C

ϕ 7-1. Encryption Key Manager gJf���f�O²�¼

f�O²�¼ f��¼ í�

�O authentication ��Oⁿ�O�≤
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ϕ 7-1. Encryption Key Manager gJf���f�O²�¼ (�≥)

f�O²�¼ f��¼ í�

Ω�PB� data_synchronization ��OⁿΩ�PB�Bz{�

⌡μ�� runtime ��OⁿBznD�íAb Encryption

Key Manager °A��o
�U�½nB

z�≤

Ω��z resource_management ��OⁿΩ�p≤tm� Encryption Key

Manager ��≤

tm�z configuration_management ��Oⁿ Encryption Key Manager °A�

�tm�≤

f�O²��

UCMμπ�C�f�O²�¼�α�����C

u�Ov�≤

o
O²�μípUG

Authentication event:[
timestamp=timestamp
event source=source
outcome=outcome
event type=SECURITY_AUTHN
message=message
authentication type=type
users=users
]

��NAub�i�ΩTº�A��X{ message �C

uΩ�PB�v�≤

o
O²�μípUG

Data synchronization event:[
timestamp=timestamp
event source=source
outcome=outcome
event type=SECURITY_DATA_SYNC
message=message
action=action
resource=resource
user=user
]

��NAub�i�ΩTº�A��X{ message M user �C

u⌡μ��v�≤

o
O²�μípUG

Runtime event:[
timestamp=timestamp
event source=source
outcome=outcome
event type=SECURITY_RUNTIME
message=message
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resource=resource
action=action
user=user
]

��NAub�i�ΩTº�A��X{ message M user �C

uΩ��zv�≤

o
O²�μípUG

Resource management event:[
timestamp=timestamp
event source=source
outcome=outcome
event type=SECURITY_MGMT_RESOURCE
message=message
action=action
user=user
resource=resource
]

��NAub�i�ΩTº�A��X{ message �C

utm�zv�≤

o
O²�μípUG

Configuration management event:[
timestamp=timestamp
event source=source
outcome=outcome
event type=SECURITY_MGMT_CONFIG
message=message
action=action
command type=type
user=user
]

��NAub�i�ΩTº�A��X{ message �C

f��≤

ϕ 7-2 í��P�	f�O²��≤Co≈ϕμCXo
o��≤��Oⁿ�f�O²

�¼C

ϕ 7-2. f�O²�¼]�f��≤�

f��≤ f�O²�¼

w	Q�O��	 authentication

��	�Oó� authentication

Ω�w	Q�e�ΣL EKM data_synchronization

Ω��e�ΣL EKM �Ao
�� data_synchronization

wBz sync ⁿO data_synchronization

Bz sync ⁿO�Ao
�� data_synchronization

w��ⁿOμBz{� runtime

w¼� exit ⁿO runtime

ΘJú�ⁿO runtime
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ϕ 7-2. f�O²�¼]�f��≤� (�≥)

f��≤ f�O²�¼

q�a≈¼�Tº runtime

Bz�a≈Tº�Ao
�� runtime

q�a≈¼��Tºo
�� runtime

Q�q�a≈¼��ΩT�≤s�a≈ϕμ

�Ao
��

runtime

q�a≈ϕμ��ΩT�Ao
�� runtime

q≈�xsw��ΩT�Ao
�� runtime

Bz��≈�xsw����Ao
�� runtime

MΣ��≈�xsw�pK≈��Ao
�� runtime

pΓ[K��Ao
�� runtime

w	QBzTºμ½ runtime

w��TºBz{� runtime

w��ⁿOμBz{� runtime

��[KA��Ao{�D runtime

���s��a≈ runtime

N�a≈tm��a≈ϕμ�Ao
�� runtime

w	Q}lBz���a≈�Tº runtime

w¼�MBz stopekm ⁿO runtime

wq�a≈ϕμ	ú�a≈ resource_management

q�a≈ϕμ	ú�a≈�Ao
�� resource_management

�a≈ϕμ�J¿\ resource_management

�J�a≈ϕμ�Ao
�� resource_management

�a≈ϕμ�X¿\ resource_management

�X�a≈ϕμ�Ao
�� resource_management

listcerts ⁿO¿\ resource_management

�a≈sW��a≈ϕμ¿\ resource_management

sW�a≈��a≈ϕμ�Ao
�� resource_management

listdrives ⁿO¿\ resource_management

Bz listdrives ⁿO�Ao
�� resource_management

�a≈ϕμ�∩¿\ resource_management

�∩�a≈ϕμ�Ao
�� resource_management

≈�xsw}�¿\ resource_management

}�≈�xsw�Ao
�� resource_management

w�≤tm�e configuration_management

�≤tm�e�Ao
�� configuration_management

wRútm�e configuration_management

Rútm�e�Ao
�� configuration_management

tm�J¿\ configuration_management

�Jtm�Ao
�� configuration_management

tm�X¿\ configuration_management
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ϕ 7-2. f�O²�¼]�f��≤� (�≥)

f��≤ f�O²�¼

�Xtm�Ao
�� configuration_management

listconfig ⁿO¿\ configuration_management
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� 8 � �� meta Ω�

z��tm Encryption Key Manager ��	 XML �A�o���α≈��n¿�[

KΩ��½nΩTAH�Nªg��añCiQ������d�o���AHπ�

�����OW�≈���C�L�íA]iQ�OW�d�o���AHπ�o�

≈���/OW����÷��C

�: pGz�tm meta Ω��AEncryption Key Manager Kú���C

⌡μ[KBz{��AEncryption Key Manager �¼�UCΩ�G

v �a≈��

v �a≈ WorldWideName

v �	Θ�

v ≈�OW 1

v ≈�OW 2

v DKi

v VolSer

¼��Ω��FSw¡ε�A�g� XML �ñCw]¡εO 100 ºO²AziHb

Encryption Key Manager �e� (KeyManagerConfig.properties) ñ]wo�¡εCgJ

��ºßAun Encryption Key Manager b⌡μñAKiHd�o���C�F�ε

���oL≤ejAbF���jpW¡ºßA���ⁿ��s���Cⁿ����

jpW¡w]�O 1 MBAz]iHb Encryption Key Manager �e�ñ]wo�W

¡Cu��eo��W@������xs��C Encryption Key Manager tm�e

�ñ�]��pUG

Audit.metadata.file.name
xs meta Ω�� XML �W�CoO�n�C

Audit.metadata.file.size
��q�eo���ⁿ��W@��ºe���jpW¡]H KB �μ�ⁿw�C

oO∩��Cw]�O 1024 (1MB)C

Audit.metadata.file.cachecount
gJ meta Ω��ºe���O²��CoO∩��Cw]�O 100C

XML �μí

o���]t�O²μípUC

<KeyUsageEvent>

<DriveSSN>FVTDRIVE0000</driveSSN> -�a≈��

<VolSer>TESTER</volSer> -����

<DriveWWN>57574E414D453030</driveWWN> -�a≈ WWN

<keyAlias2>cert2</keyAlias2> -Key Alias1
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<keyAlias1>cert1</keyAlias1> - keyAlias2

<dateTime>Tue Feb 20 09:18:07 CST 2007</dateTime> - �	Θ�

</KeyUsageEvent>

�
GLTO 4 M LTO 5 �a≈u� <keyAlias1></keyAlias1> O²AB�O² DKiC

d� meta Ω� XML �

�Q� EKMDataParser uπ�d� meta Ω��Co�uπQ�uσ≤½≤�¼

(DOM)v�N�σR XML �ALkq Encryption Key Manager ⁿOμ	��⌡μC

ª�IsΦípUG

java com.ibm.keymanager.tools.EKMDataParser -filename full_path_to_metadata_file

{-volser volser | -keyalias alias}

metadata_path

oO KeyManagerConfig.properties � Audit.metadata.file.name ñº meta Ω�

��ⁿw��P�²⌠�C

-filename
f i l e n a m e O�n�A��O X M L m e t a Ω���W�Cq��X

KeyManagerConfig.properties �ñ� Audit.metadata.file.name �e�ⁿw�W

�C

-volser
zb XML �ñjMº�aX�����C��ⁿw -volser � -keyaliasC

-keyalias
zb XML �ñjM�≈����OWC��ⁿw -volser � -keyaliasC

d�


] KeyManagerConfig.properties ñ� meta Ω��W�e (Audit.metadata.file.name)

]� metadata ��AB��Ob Encryption Key Manager ⌡μ�b����²ñA

UCⁿOu�Lo]π��P volser 72448 �÷� XML O²G

<jvm_path>/bin/java com.ibm.keymanager.tools.EKMDataParser -filename metadata -volser 72448

ΘXμípUG

ϕ 8-1. meta Ω�d�ΘXμí

keyalias1 keyalias2 volSer dateTime driveSSN dki

cert1 cert2 72448 Wed Mar 14 10:31:32 CDT 2007 FVTDRIVE0004

q�l� meta Ω����

pG Encryption Key Manager Húϕ�Φí÷≈A�⌡μ Encryption Key Manager �

t��lAEncryption Key Manager meta Ω��iα��lCHúϕ�ΦísΦ��

� meta Ω��]iα�ª�lCb EKMDataParser σR meta Ω��ºeALkε�

�lC EKMDataParser iα�ó�ABX{�ⁿUC��G

[Fatal Error] EKMData.xml:290:16: The end-tag for element type "KeyUsageEvent" must
end with a '>' delimiter.
org.xml.sax.SAXParseException: The end-tag for element type "KeyUsageEvent" must
end with a '>' delimiter.
at org.apache.xerces.parsers.DOMParser.parse(Unknown Source)
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at org.apache.xerces.jaxp.DocumentBuilderImpl.parse(Unknown Source)
at javax.xml.parsers.DocumentBuilder.parse(Unknown Source)
at com.ibm.keymanager.tools.EKMDataParser.a(EKMDataParser.java:136)
at com.ibm.keymanager.tools.EKMDataParser.a(EKMDataParser.java:26)
at com.ibm.keymanager.tools.EKMDataParser.main(EKMDataParser.java:93)

pGo
o���A�]b≤≥���� XML �⌠��CziH�� Encryption Key

Manager meta Ω��A� EKMDataParser α≈½sσR��C

1. �	 Encryption Key Manager meta Ω����≈��C

2. sΦ Encryption Key Manager meta Ω��C

3. b XML ñAC@qΩ���≤ú����l���∩���⌠��C

v @
�l���d�pUG

– <KeyUsageEvent>

– <driveSSN>

– <keyAlias1>

v @
�⌠���d�pUG

– </KeyUsageEvent>

– </driveSSN>

– </keyAlias1>

4. �y��AMΣú�����C EKMDataParser ���Tº�CX≥��⌠���

��Co����jM�μ@
C

5. Σ�ú������A���Rú�≤A�sW�n����
¿�≤C

v ±ΦíAUC Encryption Key Manager meta Ω��K²π�S��⌠����

@� KeyUsageEventG

<KeyUsageEvent>
<driveSSN>001310000109</driveSSN>
<volSer> </volSer>
<driveWWN>5005076312418B07</driveWWN>
<keyAlias1>key00000000000000000F</keyAlias1>
<dki>6B657900000000000000000F</dki>
<dateTime>Thu Aug 30 09:50:53 MDT 2007</dateTime>
<KeyUsageEvent>
<driveSSN>001310000100</driveSSN>
<volSer> </volSer>
<driveWWN>5005076312418ABB</driveWWN>
<keyAlias1>key000000000000000000</keyAlias1>
<dki>6B6579000000000000000000</dki>
<dateTime>Thu Sep 06 16:49:39 MDT 2007</dateTime>
</KeyUsageEvent>

b <dateTime>Thu Aug 30 09:50:53 MDT 2007</dateTime> and <KeyUsageEvent>

oΓμºísW </KeyUsageEvent>AKi
¿�@� <KeyUsageEvent>C

�����lAi² EKMDataParser 	QσRΩ�C

� 8 � �� meta Ω� 8-3
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�² A. d��

d����n{í Script

�i: Od≈�xsw�Ω�Ñ�½nAúe
°CϕLks�≈

�xsw�Az]LkN[K��a�KC���N≈�xswM

KXΩTxs��C

Linux ¡x

HUOi²zbI�ñA�w≥���Φí��� EKM �d� ScriptCo≈ Script �

�� EKM H�zL Script ��J≈�xswKX keystore_passwordC��o�ΦíA

Kú�nN≈�xswKX±b EKM tm�ñC]�	\UC�
�Co� Script �

��]tUC�eG

java com.ibm.keymanager.KMSAdminCmd KeyManagerConfig.properties <<EOF
startekm
keystore_password
status
EOF

�: pGOQ� Script N≈�xswKXΘJ EKM]]NOíAEKM tm�út≈

�xswKX�Aϕ�≈ EKM �A�ú�M�nNU���]tm�B�a≈ϕ

μM≈�xsw�≈��ϕ@	K�BzAúLAt�≈�xswKX� Script �

�w��Fíaxs��]±ΦíANh≈��xsbh��m�C≈�xsw

KXO≈KΩTA����o�Φí�BzCw�a�≈ Script �P�≈t�≈�

xswKX�tm�A��P�∩�CúLAScript iHb EKM �≈�º�AW

�w�a�≈Mxs/�ΘAoW[F@�í	�w�h�C�ßA�	��j

	Aú�≈�xswKXOp≤xs]b Script ñA�b EKM �tm�ñ�Aª

�xsú��Jw�SFíAHKH�α≈��≈�xswKXCóh≈�xs

wKX�����AY�≥ó≈�xswñ���≈�AA]Lk��C

d�tm�

HUOd� EKM �e�A��≈�xsw��úⁿV�P�nΘ≈�xswG

Admin.ssl.keystore.name = /keymanager/testkeys
Admin.ssl.keystore.type = jceks
Admin.ssl.truststore.name = /keymanager/testkeys
Admin.ssl.truststore.type = jceks
Audit.event.outcome = success,failure
Audit.event.types = all
Audit.eventQueue.max = 0
Audit.handler.file.directory = /keymanager/audit
Audit.handler.file.name = kms_audit.log
Audit.handler.file.size = 10000
Audit.metadata.file.name = /keymanager/metafile.xml
config.drivetable.file.url = FILE:///keymanager/drivetable
config.keystore.file = /keymanager/testkeys
config.keystore.provider = IBMJCE
config.keystore.type = jceks
fips = Off
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TransportListener.ssl.ciphersuites = JSSE_ALL
TransportListener.ssl.clientauthentication = 0
TransportListener.ssl.keystore.name = /keymanager/testkeys
TransportListener.ssl.keystore.type = jceks
TransportListener.ssl.port = 443
TransportListener.ssl.protocols = SSL_TLS
TransportListener.ssl.truststore.name = /keymanager/testkeys
TransportListener.ssl.truststore.type = jceks
TransportListener.tcp.port = 3801

oO@�d� EKM �e�A��≈�xsw��úⁿVúP�≈�xswC�Θ��

�O≤W��@�d��e�C

Admin.ssl.keystore.name = /keymanager/adminkeys.jceks
Admin.ssl.keystore.type = jceks
Admin.ssl.truststore.name = /keymanager/admintrustkeys
Admin.ssl.truststore.type = jceks
Audit.event.outcome = success,failure
Audit.event.types = all
Audit.eventQueue.max = 0
Audit.handler.file.directory = /keymanager/audit
Audit.handler.file.name = kms_audit.log
Audit.handler.file.size = 10000
Audit.metadata.file.name = /keymanager/metafile.xml
config.drivetable.file.url = FILE:///keymanager/drivetable
config.keystore.file = /keymanager/drive.keys
config.keystore.provider = IBMJCE
config.keystore.type = jceks
fips = Off
TransportListener.ssl.ciphersuites = JSSE_ALL
TransportListener.ssl.clientauthentication = 0
TransportListener.ssl.keystore.name = /keymanager/sslkeys
TransportListener.ssl.keystore.type = jceks
TransportListener.ssl.port = 443
TransportListener.ssl.protocols = SSL_TLS
TransportListener.ssl.truststore.name = /keymanager/ssltrustkeys
TransportListener.ssl.truststore.type = jceks
TransportListener.tcp.port = 3801
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�² B. Encryption Key Manager tm�e�

Encryption Key Manager �nΓ�tm�e�GEncryption Key Manager °A�@�A

CLI �ß�@�CoΓ���úH Java.util.Properties tⁿ�	íiμBz�σRA�

∩�eμíPWμI�Sw¡εG

v tm�eOHCμ@��ΦíO²C�w�e�����
μ�C

v ]t�μ��e�ApKXÑAú�nAb�ñC

v ≈�xswKX�°
úoWL 127 �r�C

v μ�����μi����e��@í≈C

ziHqUC⌠}� EKMServicesandSamples �Uⁿd�tm�e�Ghttp://
support.dell.comC

Encryption Key Manager °A�tm�e�

UCU�c¿F Encryption Key Manager °A�tm� (KeyManagerConfig.properties)

�
π�e�C��ñ�e]w�	�L÷≥nC
�iX{b��ñCpGnsW


�A�bμ��@
μ�� y#zC

�: KeyManagerConfig.properties ��iμ�⌠≤�≤A�iαb÷≈�≥óC]�Ab

sΦtm�eºeA�Tw Encryption Key Manager °A�úb⌡μñCpGn�

ε Encryption Key Manager °A�A�q CLI �ß�oX stopekm ⁿOC�≤

�b Encryption Key Manager °A�½s��º�
�C

Admin.ssl.ciphersuites = value

ⁿw Encryption Key Manager °A�ºí�qT���KX�XCKX�Xí

�Ω��e���KXtΓk�H�μ½qT≤w Transport Layer Security

(TLS) M Secure Socket Layer (SSL)C

�n ∩�C

� iα��O IBMJSSE2 �Σ��⌠≤KX�XC

w]� JSSE_ALL

Admin.ssl.keystore.name = value

oO Secure Socket Layer �ß�@�]p Encryption Key Manager °A�º

í� sync ⁿO����≈��M���Ω�wW�CbPB@�ñASecure

Socket �ß�ú�� Secure Socket °A����O��o�≈�xswC

�n ∩�Cu�≤ sync ⁿOCw]�O config.keystore.file �
e�C

Admin.ssl.keystore.password = password
��s� Admin.ssl.keystore.name �KX

�n ∩�CpG�ú�Ab Encryption Key Manager ��º�A�

ú�zΘJCⁿwº�Ao��e��¿��XAHú¬w�

{
A�e��o�q¿W��¡��N¿W��

’Admin.ssl.keystore.password.obfuscated’ �sq¿C
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Admin.ssl.keystore.type = value

���≈�xsw�¼C

�n ∩�C

w]� jceks

Admin.ssl.protocols = value

w�qT≤wC

�n ∩�C

� SSL_TLS | SSL | TLS

w]� SSL_TLS

Admin.ssl.timeout = value

ⁿw Socket Ñ	 read() h[ºßAKYX SocketTimeoutExceptionC

�n ∩�C

� H���μ�ⁿwC0 ϕ�LO��

w]� 1

Admin.ssl.truststore.name = value

oO���d°A�ú�� Secure Sockets �ß�º Secure Sockets Server �

�H⌠�Ω�w��W�C

�n ∩�Cu�≤ sync ⁿOCw]�O config.keystore.file �
e�C

Admin.ssl.truststore.type = value

���≈�xsw�¼C

�n ∩�C

w]� jceks

Audit.event.outcome = value

uO²�PⁿwΘX�f��≤

�n OC

� success | failureCΓ	úiHⁿwAHrI����jC

w]� success

Audit.event.Queue.max = 0
bRg���ºeAf�O
ΘεCñ��≤½≤��W¡C

�n ∩�C��
�C

� 0 - ? ]0 ϕ�	YRgC�

w]� 0

Audit.event.types = value

uO²�PⁿwΘX�f��≤

�n OC

� all | authentication | authorization | data synchronization | runtime
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| audit management | authorization terminate | configuration man-

agement | resource management | noneCiHⁿwh��AHr

I����jC

w]� all

Audit.handler.file.directory = ../audit
��±m Audit.handler.file.name ��²

�n ∩�C��
�C

Audit.handler.file.multithreads = value

ⁿwf�Bz�íO����ú�O⌡μⁿ�Bzf�O²C

�n ∩�C

� true | false

w]� true

Audit.handler.file.name = kms_audit.log
NOⁿf�����WC

�n OC

Audit.handler.file.size = 100
Audit.Handler.file.name b}l∩gºeAN¿°�jp

�n ∩�C��
�C

� 0 - ? ]H KB �μ�ⁿwC�

w]� 100

Audit.handler.file.threadlifespan = value

¡εf�O²Bz⌡μⁿ�
R�¡Cub audit.handler.file.multithreads= true

º����C

�n ∩�C

� H@ϕ�μ�ⁿwC

w]� 10000

Audit.metadata.file.cachecount = 100
ⁿwbgJ meta Ω��ºeAxsbO
Θ��O²��C

�n �

w]� 100

Audit.metadata.file.name = value

ⁿw��xs meta Ω�O²� XML �WC

�n OC

Audit.metadata.file.size = 1024
ⁿwb÷¼��A��s��ºeAXML meta Ω���iαF����jp

W¡]H KB �μ�ⁿw�Cu�xs���{μ��M
�C

�n �

w]� 1024
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config.drivetable.file.url = FILE:../filedrive.table
t���B��Ñ�a≈�÷ΩT���C

�n OC

config.keygroup.xml.file = value

ⁿw≈�s���xs�OOW� XML �W�C

�n ∩�C

config.keystore.file = value

ⁿwn��≈�xswC

�n OC

config.keystore.password = password
��s� config.keystore.file �KXⁿwº�Ao��e��¿��XAHú¬

w�{
A�e��o�q¿W��¡��N¿W��

’config.keystore.password.obfuscated’ �sq¿C

�n ∩�CpG�ú�Ab Encryption Key Manager ��º�A�

ú�zΘJC

config.keystore.provider = IBMJCE

�n ∩�C

config.keystore.type = jceks

�n ∩�C��
�C

w]� jceks

debug = value

���ⁿw Encryption Key Manager �≤�ú�C

�n ∩�C

� all | audit | server | drivetable | config | admin | transport | logic

| keystore | console | noneCiH�h��AHrI�jC

w]� L

debug.output = value

Nú�ΘX	e�ⁿw��mC

�n ∩�C

� simple_file | console]ú���C

debug.output.file = debug
ú�ΘXgJΣñ�⌠�M�WC

�n ∩�Cϕ debug.output = simple_file �AKO�nC��⌠�

��sbC

drive.acceptUnknownDrives = value

��Ns	 Encryption Key Manager �s�a≈sW��a≈ϕμñ

�n OC

� true | false

w]� false
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w��
 - o�]wP��� drive.default.alias1 ]w@���AKiHsWs

	 Encryption Key Manager ��a≈ABú�n�z	τ�o�sWNα≈B

@C�	\� 3 ��u��≤s�a≈ϕμvAH�o
�ΩTC

fips = value

p�ΩTs�w��� (FIPS)C�	\� 2 ��up�ΩTs�w���

(FIPS) 140-2 �N��vAH�o
�ΩTC

�n ∩�C

� on | off

w]� off

maximum.threads = 200
Encryption Key Manager �α�	�⌡μⁿ��W¡C

�n ∩�C

Server.authMechanism = value

ⁿw��ft��/���ß���O≈εCϕo��]� EKM �ACLI �ß�

��	��Q� usr/passwd @� EKMAdmin/changeME �nJ°A�C

]chgpasswd ⁿOiH�≤o�KXC�ϕo��ⁿw� LocalOS �A�∩�

��@�t�n²�iμ�ß��OC]���b�≤

KeyManagerConfig.properties �ºeA÷¼ Encryption Key Manager °A�C�

CLI �ß���	��Q� OS usr/passwd �nJ°A�CpGO Linux ¡x

��� OS ¼�OAK�n⌡μΣLBJG

1 . q h t t p : / / s u p p o r t . d e l l . c o m Uⁿ D e l l �� R 1 7 5 1 5 8

(EKMServicesAndSamples)A�N���úY�z∩	��²ñC

2. N EKMServiceAndSamples.jar �e]ib Dell ú�CΘ� http://
support.dell.com ñ�o� �úY��s�²ñ

3. qA�≤z�¡x� java_home/jre/binC

v b 32 ��� Intel Linux ⌠�ñAN LocalOS-setup/linux_ia32/

libjaasauth.so ��s� java_home/jre/bin/ �²A∩≤⌡μ 1.4.2 JVM �

32 �� Intel Linux Kernel �ÑAΣñ� java_home q�O

java_install_path/IBMJava2-i386-142C

v b 64 ��� AMD64 Linux ⌠�ñAN LocalOS-setup/linux-x86_64/

libjaasauth.so ��s� java_home/jre/bin/ �²A∩≤⌡μ 1.4.2 JVM �

64 �� AMD Linux Kernel �ÑAΣñ� java_home q�O

java_install_path/IBMJava2-amd64-142C

pGO Windows ¡xAKú�no���C

w�
¿ºßAziH�� Encryption Key Manager °A�C{bAEncryp-

tion Key Manager �ß�iHQ� OS ¼��	/KX�nJC��NAu�α

≈nJ°A�H�V°A�úμⁿO���	 IDAi��⌡μ°A�A���

	 ID τπ�W���	/root v¡C

Dell ú�CΘ� http://support.dell.com ñ� Readme �ú�F≤
��w

�Ω�C

�n ∩�C

� EKM | LocalOS
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w]� EKM

Server.password = value

�í�eCúsΦC

symmetricKeySet = {GroupID | keyAliasList [, keyAliasList,]}
ⁿwn≤� LTO 4 � LTO 5 �a≈�∩�≈�OW�≈�s�C

�n ∩�C�A�≤ LTO 4 � LTO 5 �aXC

�

�ⁿw@��� GroupIDAⁿw@�h��� keyAliasListC

GroupID ⁿw@�≈�s�W�AHK��∩�≈�MμAH

�@��ⁿw�a≈OW��w]�C GroupID ���X

KeyGroup.xml �ñ{��≈�s� IDC�hAK���

KeyManageExceptionCpGⁿwFh� GroupIDA]���

KeyManagerExceptionCbⁿw��� GroupID ºßACϕq

KeyGroups.xml Is getKey ��o∩�≈�Mμ�Aú�l�

u≈�s� XMLvñW@����≈�A�H≈∩�U@�n

���≈�CC� keyAliasList Wμú�]t keyAlias �

keyAliasRange ��C

keyAlias ⁿw≈�xswñ�∩�≈�W��OW� Backus-

Naur Form (BNF)A�h 12 �r�°A]iHO�n 21 �

r�� sequentialKeyIDC

keyAliasRange ⁿw sequentialKeyID MQ�i��A�h 18 �

r�A�sr� (-) �}CpGⁿw 18 �r�AeΓ�r�

��O 00C��bμμⁿwAúαt� cr-lfC

GroupID ⁿwOWs��W�C

d� s y m m e t r i c K e y S e t =

KMA0238ab34,KMB0000034acd2345678a,THZ001-FF �ⁿ�b

Encryption Key Manager ú�≈�� LTO 4 � LTO 5 �a

≈�An�� KMA0238ab34BKMB0000034acd2345678a �	

≤ THZ000000000000000001 
 THZ0000000000000000FF d

≥ºí�OWCo
≈���b�e�ñ config.keystore.file
�ⁿw�≈�xswñC

sync.action = value

ⁿwb��PB��íA�p≤BzΩ�C

�n ∩�C

� rewrite | merge

w]� merge

�: X�tmΩTP½ssgtmΩT�PC

sync.ipaddress = ip_addr:ssl

ⁿwn��PB�º�� Encryption Key Manager � IP �}M≡C

�n ∩�CpG�ⁿwo��eA�ⁿwú�TAK���PB\

αC
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� ��°A�� IP �}GSSL ≡�

sync.timeinhours = value

ⁿwÑ	h�p�ºßAKP�� Encryption Key Manager ��PB�C

�n ∩�C

� Hp��μ�ⁿwC

w]� 24

sync.type = value

ⁿwn��PB��Ω�C

�n ∩�C

� config | drivetab | all

w]� drivetab

TransportListener.ssl.ciphersuites = JSSE_ALL
Encryption Key Manager °A�ºí�qT���KX�XCKX�Xí�Ω

��e���KXtΓk�H�μ½qT≤w Transport Layer Security (TLS) M

Secure Socket Layer (SSL)C

�n ∩�C

� � - IBMJSSE2 �Σ��⌠≤KX�XC

TransportListener.ssl.clientauthentication = 0
Encryption Key Manager °A�ºí�qT��n� SSL �OC

�n ∩�C

� 0 - L�ß��O]w]��

1 - °A�Qn⌡μ�ß���ß��O

2 - °A���⌡μ�ß���ß��O

TransportListener.ssl.keystore.name = value

Encryption Key Manager °A���OduSecure Socket °A�v��MpK

≈��Ω�wW�Co���Oú�� Secure Socket �ß�iμ�O�H⌠�

dC uEncryption Key Manager �ß�v]Q�o�≈�xswPuEncryp-

tion Key Manager °A�vμ�AH�Ωt Secure Socket �ß��ñΓC

�n OC

TransportListener.ssl.keystore.password = password
��s� TransportListener.ssl.keystore.name �KXCYⁿw�KXAho��

e��bΣLw�Φ���o�kAB�e�ñ�q¿W�A]�QW�

’TransportListener.ssl.keystore.password.obfuscated’ �sq¿��NC

�n ∩�C

TransportListener.ssl.keystore.type = jceks

�n ∩�C��
�C

� JCEKS

TransportListener.ssl.port = value

Encryption Key Manager °A�N��	ÑΣL Encryption Key Manager °A

�� Encryption Key Manager CLI �ß��oXºnD�≡C
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�n OC

� ≡�Ap 443Co���X CLI �ß�tm�e�ñ�

TransportListener.ssl.port �eC

TransportListener.ssl.protocols = SSL_TLS
w�qT≤w

�n ∩�C

� SSL_TLS]w]��| SSL | TLS

TransportListener.ssl.timeout = 10
ⁿw Socket Ñ	 read() h[ºßAKYX SocketTimeoutExceptionC

�n ∩�C

� H���μ�ⁿwC

w]� 1

TransportListener.ssl.truststore.name = value

��τ�ΣL�ß�P°A�¡�º�}≈�Mw�����ºΩ�wW�C

pG TransportListener.ssl.clientauthentication �e	]�w]� 0]L�ß��

O�AΩtuSecure Socket °A�v�uEncryption Key Manager °A�vK

��Q�o�����O�ß�C uEncryption Key Manager �ß�v]Q�

o�H⌠xswPuEncryption Key Manager °A�vμ�AH�Ωt Secure

Socket �ß��ñΓC

�n OC

TransportListener.ssl.truststore.type = jceks

�n ∩�C��
�C

� JCEKS

TransportListener.tcp.port = value

Encryption Key Manager °A�N��	Ñ�a≈oXºnD�≡Cw] TCP

≡�O 3801C

�n OC

� ≡�Ap 10C

TransportListener.tcp.timeout = value

ⁿw Socket Ñ	 read() h[ºßAKYX SocketTimeoutExceptionC

�n ∩�C

� H���μ�ⁿwC0 ϕ�LO��C

w]� 10

CLI �ß�tm�e�

o��� (ClientKeyManagerConfig.properties) t� KeyManagerConfig.properties ��

]tº�e�l�Co�l�]AUC�eC

TransportListener.ssl.ciphersuites = JSSE_ALL
Encryption Key Manager °A�M CLI �ß�ºí�qT���KX�XCK
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X�Xí�Ω��e���KXtΓk�H�μ½qT≤w Transport Layer

Security (TLS) M Secure Socket Layer (SSL)C

�n ∩�C

� o�����X Encryption Key Manager °A��e�

K e y M a n a g e r C o n f i g . p r o p e r t i e s ñⁿw�

TransportListener.ssl.ciphersuites ��C

TransportListener.ssl.host = value

� Encryption Key Manager CLI �ß��O Encryption Key Manager °A�C

�n ∩�C

� IP �}�D≈W�

w]� localhost

d� T r a n s p o r t L i s t e n e r . s s l . h o s t = 9 . 2 4 . 1 3 6 . 4 4 4

TransportListener.ssl.host = ekmsvr02

�: b KeyManagerConfig.properties �ñAú�o��eC

TransportListener.ssl.keystore.name = value

Encryption Key Manager �ß�]Q�o�≈�xswP Encryption Key Man-

ager °A�μ�AH�Ωt Secure Socket �ß��ñΓC

�n OC

TransportListener.ssl.keystore.type = jceks
≈�xsw��¼C

�n ∩�C��
�C

w]� jceks

TransportListener.ssl.port = value

oO CLI �ß���P Encryption Key Manager °A�qT�≡C

�n OC

� o�����X Encryption Key Manager °A��e�

KeyManagerConfig.properties ñⁿw� TransportListener.ssl.port

��C

TransportListener.ssl.protocols = SSL_TLS
w�qT≤w

�n ∩�C

� o�����X Encryption Key Manager °A��e�

K e y M a n a g e r C o n f i g . p r o p e r t i e s ñⁿw�

TransportListener.ssl.protocols ��C

TransportListener.ssl.truststore.name = value

��τ�ΣL�ß�P°A�¡�º�}≈�Mw�����ºΩ�wW�C

�n OC

TransportListener.ssl.truststore.type = jceks
H⌠xsw��¼C
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�n ∩�C��
�C

w]� jceks

ziHq http://support.dell.com � EKMServicesAndSamples �Uⁿd�tm�e�C
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�² C. �ú�D

iH����{í¼≈��zP�aw�zº[K�Y��X�H

úiHC ϕ����{í�z�[K�Ab�awh�WA[KOzq�CP�

aAϕ���aw�z�[K�A�{�bΣLh�]Ozq�CU�[K�zΦ

kO¼��C∩≤�aw�z�[KA��{íú�niμ⌠≤∩�C

biαú��a[K��KnD�C�t�WAEncryption Key Manager O��n
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